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[Jo6po norkanoBaTb Ha MeXAYHapoAHY0 KoHdepeHumto ISSA. ITa KOHpepeHLMA NOCBALEHa 3BONOLMM
KpunTtorpadmmn <peknama o 15% ckmake 3a npucoegmHeHme K ISSA>. Mo OKOHYAHUU KOHbEpPEHLMM Mbl
npuwnem Bam maTtepuanbl U BONpoOCbl. Bbl cMoOXeTe OTBETUTb Ha BOMPOCbl U B CAyYae YCMeLHbIX
oTBeToB nosyuntb CPE Credits. Mo3Bo/bTe NpeacTaBUTL BamM MoAepaTopoB

Internet of Things £HISSA

Today’s Moderator:

Jason Sabin

Chief Security Officer, DigiCert, Inc.

To ask a question:

Type in your question in the
Questions area of your screen.
#ISSAWebConf




[xxencoH CeibuH, rnasHbit oduuep 6esonacHoctu (Chief Security Officer), AskelicoH CeitbuH paboTtaet
B 3TOM mosikHocTu B Digicert ¢ 2012 roaa, 3aHMMmaeTcAa 3awmToi cetn n cuctem DigiCert n KomnnaeHc.
OH nepBbIM NOCTPOUA B KOMNAHUN KOMaHAY NEHTECTEPOB, PEYIAPHO BHOCUT BKAa4 MHPOPMUPOBAHME O
6esonacHocT B CMW 1 nmeet 6onee 16 nateHToB. [)KEMCOH NpULLIEN K HaM KaK roCcTb M HauuMHaeT
KOHdepeHuumto.

OxxelicoH

MpuseTtcTByto BCcex npuweawmnx 17 anpena 2017 roga Ha KoHdepeHuuto ISSA  “dsontouns
KpunTorpadun”.

Kpuntorpadusa - aTo cyapba ana 3alimThbl Jt04el U KOMNaHWMIA OT MacCOBOro paspylleHusa AaHHbIX BO
BpEMEHa MeHsAWenca peanbHocTU. Mo mepe TOro Kak Mnapoan ymupatoT, Bbl bOyaete umeTb
HeoXMnaaHHble ctopnpu3bl. Kpuntorpaduueckas 3alimMTa MMeeT CBOM OCHOBbI, NPaBMIa 3aLLMTbl AaHHbIX
M KOHTPOAA JOCTyNa, C KOTOPbIMM BCE Bbl ByAeTe CTaNKMBATLCA M KOTOPble Mbl 06CyAMM B C/iegytolem
payHae atoro obcyxaeHus. ECTb MHOro HanpaBneHuW — 3awuMTa OT Yrpo3 U yA3BMMOCTEN, HOBble
yrposbl, HoBble ctaHgaptbl FIPS (FIPS — Federal Information Processing Standards, ®eanepanbHble
CtaHpapTbl O6pabotku WHpopmaumm CLUA), un TpebyeT CUNBHOTO MEHEAKMEHTa, PerynapHbIX
TpeHnpoBoK. Kpuntorpadua npuHMmaeT Ha cebs yaap, HYXKHO ObiTb FOTOBbIM K KPUMMUHANbHbLIM
BpemMeHaMm.

CeroaHs y Hac Tpu cnuKepa

Speaker Introduction ¢)ISSA

Today’s Speakers

Mark Minnoch

Technical Account Manager at SafelLogic

Michele Mosca

Co-founder and deputy director of the Institute for Quantum Computing at the
University of Waterloo

William Whyte
Chief Technology Officer, OnBoard Security, Inc.

OHKM ABNAIOTCA 3KCMepTamMM B KBAHTYM KOMMbHOTUHT. MapK MUHHOK — 3kcnepT, paboTtalowmin B
Cend/lopxuk. Joktop Malikn MocKa — COOCHOBaTe /b U 3aMeCTUTENb AMPEKTOPA B UHCTUTYTE KBAHTYM
KOMMbIOTUHT B YHUBepcuTeTe Batepnoo. W pgoktop Bunam BalT — rnasHbii oduuep 6esonacHocTv B
KomnaHun OHB6opa CekblopuTi NHK. MNepByto npeseHTauuto npeacrasasetr Mapk MUHHOK



Speaker Introduction £)ISSA

Mark Minnoch

* Technical Account Manager at Safelogic

* Has helped technology vendors complete
hundreds of successful FIPS 140-2
validations

* Previous roles as FIPS Security Engineer,
FIPS Laboratory Director, and Account
Manager at the largest FIPS 140-2 testing
lab in the world

* Collector of pinball machines

UHpopmauma o Mapke Ha atom cnainge. OH 3KKayHT meHeaxkep B CendJloaxuK. YcnewHo BHeapua
nposepKy FIPS 140-2. NccnepoBan sHTPONUIO B peasibHOM BpeMeHM Ha MalluHax Ana nuHbonna.

) ISSA

Information Systems Security Association
International

FIPS 140-2 Out of Date?

Mark J. Minnoch, CISSP CISA
SafeLogic Inc.

Mapk, nepeaato Tebe cnoBo.

Mapk. Cnacnb6o. Bblo yNOMAHYTO, YTO MOFYT BCTPEYATbCSA PACCOrNacoBaHWA B HAllel Mporpamme.
Mpsmo ceiyac mbl ocTaHoBUMCA Ha FIPS 140-2.



FIPS 140-2 Fun Facts OISSA

» FIPS = Federal Information Processing Standards
» FIPS 140-2 Publication released May 25, 2001

» The Cryptographic Module Validation Program
(CMVP) is a joint effort between NIST and CSE

» CMVP validates cryptographic modules to FIPS
140-2 requirements

» FIPS 140-2 is applicable to all Federal agencies
that use cryptographic-based security systems to
protect sensitive information

Bottom Line: If crypto is used to protect sensitive
info, then it needs to be FIPS 140-2 validated

FIPS 140-2 npumeHMm Ko Bcem deaepasibHbIM areHTCTBAM, KOTOpble UCMONb3YIOT KpunTorpadpuyeckme
cucTeMbl 6€30MacHOCTM 1A 3aWnUTbl KOHOMAEHUMANBHOW MHOOPMaLUK. ITo Komnpomuce mexay NIST
B CLLIA n CSE B KaHaze, 1 nporpammammn MHOroKpuTepuanbHon Kpuntorpadum (other multivalidation
cryptography program), ucnonbayembim B Apyrix ctpaHax. Ceptudukat cootsetctaus FIPS 140-2 HyKeH
BaM, eC/M Bbl NpoaaeTe KpunTtorpadpuyeckne nporpammol. ECTb HanpaBneHua GusHeca M KOMNaHMUMU,
Hanpumep GUHAHCOBbIE OPraHU3aLLMKM, KOTOPbIE MOTYT MUMETb CBOM cneunduryeckne cTaHaapPTbl, HO OHU
[O0JIXKHbI 6bITb He cnabee FIPS 140-2.

FIPS 140-2 Out of Date? £)ISSA

YES!

» “Sweet Sixteen” next month

» FIPS 140-3 (or -4) has no published schedule

» 1SO 19790:2012 (proposed replacement) turning 5
» Long lead time for NIST to approve algorithms

% FIPS 140-2 validation # Security




B 6auKalilime Mmecsilbl Mbl MOXEM O0XWaaTb yTBep:KaeHus  “Sweet Sixteen” ¢ nocneayowmm
nepexogom K Hosoi Bepcum FIPS. K coxkaneHuto NIST HYXHO MHOro BpemMeHu Aaa yay4dleHus
anropuTmoB. UYTO Ham HYKHO Aenatb B NpeanBepun KBaHTOBOM 3pbl? K coxaneHuto, cobntogeHue
FIPS140-2 He rapaHTUpyeT 6e30MnacHOCTb. 3HAaYUT N 3TO, YTO OH ycTapen? Her.

FIPS 140-2 Out of Date? £HISSA

NO!

» Record year in 2016 for FIPS 140-2 Certs.
» 34% were software modules

» CMVP reviewing reports quickly

» ROI

Bottom Line: FIPS validations provide value to
Vendors (sales) and End Customers (audits)

Hy»HO 06HOBUTbL cepTUdMKaTbl, ncnosibayemble B FIPS 140-2. HyXHO cocpeaoToUunTbCA Ha annapaTHbIX
Moaynax, obecrneymBatolmx NOTMKY Kpuntorpadum. ITo o4eHb BaxkHbIM Bonpoc (It is very high centric
question). MpoBepKM NOKa3bIBAOT, YTO OKOO 34% NPOrpamMmHbIX MoAynel He OBHOBAANUCL U MOTYT
ycTapeTb. M garke ecam cam CTaHZapT ABASETCAa cTabuibHbIM, Mbl LO/KHbI 6bITb FOTOBbLI NPUHATb HOBbIE
TexHonornu. Heobxoanmo npoBepuTb Kpuntorpadmyeckne moaynu nposepku nporpamma (CMVP, -
https://support.microsoft.com/ru-ru/help/811833/-system-cryptography-use-fips-compliant-

algorithms-for-encryption,-hashing,-and-signing-security-setting-effects-in-windows-xp-and-in-later-

versions-of-windows ). CMVP no3sonfeT AoKnaabiBaTb O COCTOAHUM KpunTo3awmtbl. O6 o6HOBAEHUK

CMVP nocTaBWMKM mMOryT 3abbiBaTb, M 3TO 0cnabnaset Kpuntorpadpuuyeckyto 3awmTty. MNposepKa FIPS
obecneymBaeT LEeHHOCTb U A5 MNOCTABLLMKOB, U AN KOHEYHbIX KAMEHTOB. BeHA0pbl 401KHbI NOHUMATb
PUCKK, KOTOpble BAEYET AN HUX oTCyTcTBUE cepTudumkaTos FIPS npu nposepke deaepanbHbIX areHTOB.
MokynaTenn moryT camu npoBoAUTb NpPOBepKy (ayaut) npuobpetaemoi npoayKumn. Momoub
MOKyNaTensaM MOXKET ObITb 0YeHb NOE3HOM Npu obecneyeHmm 3alLnTLI.

FIPS 140-2 Certificate Totals ISSA

Certificates by Security Level
Years 2012 - 2016
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3ToT c/laig MNoKasblBaeT cepTUPUKAUMI0O MO YPOBHIO 6e30MacHOCTM Ha MNPOTAMKEHUM HECKObKUX
nocneaHux ner. B 2016 rogy KoaunyectBo cepTMOUKATOB ObIZI0O MaKCMManbHbIM. ITO OTpaKaeT
Bo3pocwmne TpeboBaHUA K KpunTtorpaduyeckon 3awmte. Konmyectso cepTUPMKATOB AOCTUINO
YeTBEPTOro YPOBHA. ITO AEMOHCTPUPYET BO3pACTAOWMI TPEH, B KpunTorpadpumyecknx notpebHocTaAX.

MHe HpaBUTCA KnaccudrKauma KpUNToiormm Kak MHCTPYMEHTA, a He GpypHUTYpbl (Mebenn). Hackonbko
3HauMMa ana meHa ¢ypHuUTypa (Mebenb) 6e3 MHCTpymMeHTOB? ECNM ecTb XOpowWe MHCTPYMEHTbI, Bbl
CMOKeTe cAeflaTb MHOTO XopoLlen pypHUTYpbI (Mebenin), NO3TOMY MHCTPYMEHTbI BaXKHee.

What Crypto Takes the Heat? ©:ISSA

» Crypto is the tool, not the furniture

» Are only NIST Approved algorithms “good tools”?
» Know your target

» Develop a post quantum strategy

Bottom Line: Different “tools” are required for a
post quantum world

3anomHu1Te 3TOT C/laig ANA OTBETa Ha BONPOC, HY»KHO i1 Bam cooTeTcTBme NIST. PaboTaeT npuHumn —
3Hal CBOEro K/AMeHTa.

Post Quantum FIPS Options  “?ISSA

» Follow the herd; do nothing
» Wait for NIST to approve algorithms

» Ask your Product Managers about their roadmap
plans

» Ask your Technology Vendors about their roadmap
plans

» Implement or seek a “Hybrid Approach”
O Post quantum crypto and NIST approved crypto
O Belt and suspenders

Bottom Line: FIPS 140-2 and post quantum crypto
can coexist today

Bonpoc — rge mecto FIPS B noct-kBaHTOBOM Mupe ? FIPS HMuyemy He MPOTUBOPEYUUT U MOXKET
CyLL,EecTBOBaTb B NOCT-KBAaHTOBOM MuMpe. Bawa no3unuma 3aBMcuT OT TOrO, Bbl NPOAaBeL, UK NOKynaTeb.



£)ISSA

Mark J. Minnoch, CISSP, CISA

Safelogic Inc.
mark@safelogic.com
https://www.linkedin.com/in/minnoch/

3TO MOS KOHTaKTHasA MHPopMaLMA. A 4OCTyNeH A/19 KOMMEHTapUEB MO KpunTorpadun

) ISSA

Information Sys!ems Security Association
International

QUESTIONS:

Bonpoc. 3, Mapk, ... <BOMPOC OT NOCTaBLLMKa NPO amepuKaHcKuii compliance> 1 3aTem Tema o
cooTsetcTeuM FIPS KpuntoBantoTbl dash. OTBET — HY)KHO OCTAHABAMBATLCA Ha HIOAHCAX KPUMTOBAKOT U

npuaepxmeatbca pernameHTos FIPS.



Speaker Introduction £HISSA

Dr. Michele Mosca

* Co-founder and deputy director of the
Institute for Quantum Computing at the
University of Waterloo.

* Founding member of the Perimeter
Institute for Theoretical Physics

* Co-founded evolution Q Inc.

* Widely published author in top journals and
textbooks

Cnepyowmin 4oKNagumK — Aoktop Maikn Mocka. lokTop Maikn - coocHoBaTenb Q-inc, MHoro pabotan
HaZ, KBAaHTOBbIM KOMMblOTEPOM W ONyb6/AMKOBAN HECKONbKO KHWUM. OH 3aHWMMANCA KBAHTOBbIMM
KOMMbIOTEPAMW U KBAHTOBbIMU BbIYUCAEHUAMM, LUMPOKO WM3BECTEH B aKaLEMUYECKMX Kpyrax UM B
NPOMbILIAEHHOCTU B CBA3M C KBAaHTOBbIMU KOMMNboTepamu. OH COOCHOBATE/Ib MHCTUTYTA MO KBAHTOBbIM
KoMnbloTepam 1 npodeccop TeopetTmyeckon Gusmnkm. 3aHumaertca quantum-vulnerable systems. OH Ham
pacCcKaXKeT O KBAHTOBbLIX BbIYMCAEHUAX W KpunTOrpaduUyeckuMx YTUAWTAX, KOTOpble CyLLecTBylOT B

KBAHTOBbIX TexHo/ornax. Cnoso Mamkny

CHISSA /)

Information Systems Security Association /
International ’

Preparing for the quantum era

Michele Mosca
evolutionQ Inc.
[nstitute for Quantum Computing, University of Waterloo

Perimeter Institute for Thearetical Phusics




Bonbluoe cnacnbo 3a BO3MOMKHOCTb BbICTYMUTb MO TaKoW MHTEpPeCcHOM ana meHsa Teme. OcTaHOBMMCA Ha
cnaiifie, C MOMOLLbIO KOTOPOro A NONpPobyio 06BACHUTL, YTO TAKOE KBAHTYM.

— .
What is “quantum”?? €)ISSA

gt Sy becaniy Ao atin
walsons

L - ¥ (4

E. Lucero, D. Mariantoni, and M. Manantoni

MHorue nogn obcy:KaatoT 3Ty TEMy, MOHMMAA NOA, KBaHTYMOM COBEPLIEHHO pasHble Beww. Mo cyTn
KBAHTYM — 3TO BCErO NNLWb MaTeMaTUYecKas OCHOBA. ITO HECKOJIbKO CTPaHML, MaTeMaTUYECKMX NPaBU
n Gopmyn, OBBACHAIWMX CYyTb OU3UYECKUX ABAEHUI. KBaHTOBaa ¢M3MKa M KBaHTOBAA MeXaHWKa
06BACHAIOT NPUPOAY KBAHTOBbLIX CTPYKTYP. 3@ HECKONbKO MHOro aeT 6bl10 MHOrO McCiefoBaHMiM
KBaHTOBOW MHbOPMaLMK, NpeameTa KBaHTOBOW MHGOPMATUKU. BOAbLIYIO POSib MrpatoT KBaHTOBble
KOHTaKTbl M MCNO/b30BaHME KBAHTOBbIX 6MTOB. OHM BaKHbl KBAaHTOBOM METPO/IOTMN U KBAHTOBbIX
M3MepeHUn. DT  UCCNeLOBaHUA M3Y4aloT CTPYKTYpPYy KBAHTOBbIX W3MEPEHW W  KBAHTOBYIO
Kpuntorpadumio B LIMPOKOM CMbIC/ie CN0Ba. B WMpoKOom cmbicne 3TO KpunTorpadus Ha KOHTaKTax
KBAHTOBbIX YCTPOMCTB. CyLLecTByeT TaK:Ke KBaHTOBasA Kpuntorpadums B y3KOM CMbIC/Ie C/I0Ba.

HoBas napagurma B ¢pu3MKe Bbi3blBaeT HOBble Mapaaurmbl B 6aM3KMx obnactax. PaspaboTka HOBbIX
MaTepuanos, ONTMMM3AUMA MNPOU3BOACTBEHHbIX npoueccos, 6e3onacHas cBA3b W Apyrue
pasHoob6pasHble npumepsbl. JlloAM MOFYT MCMO/b30BaTb KBAaHTOBblE TEXHOJOMMM B pPasHbix obnacTtax.
Hanpumep, 4na onpeaeneHna onacHbiX maTepunanos, n Apyrmx seweit. CywecTsyeT MHOTO NPUMEHEHWI
KBaHTOBbIX TEXHO/IOTUNA.



New paradigm brings new possibilities €3 ISSA

Designing Optimizing Sensing and Secure What
new measuring communication else???
materials,

drugs, etc.

WTaK, KBaHTOBaA Kpuntorpadpua. KBaHToBasA reHepauma CAy4YalHbIX Ymcen. ITO FOHKM HaneperoHkun, Ho
HY)KHO ObITb YCTOMUYMBLIM K 3aBTPALIHUM TexHosorMam. Hanpumep, cuTyauma C NAATEXHbIMU
npoueccamu.

Quantum Cryptography 2)ISSA

* Quantum Random Number Generation
= I
* Quantum Key Establishment (QKD)

* Other... www.quintessencelabs.com

Lo
€
oy S O Ty Ui swissquantum.idquantique. comy ?-Networie \ -
hatp./fwnweer. battelle orgour-work national-
fi 0] sequrity/cyber-innowations/ guantum-oey-
Beijing-Shanghai SwissQuantum o it e i ¥
QKD Backbone Network Tokyo QKD Network Battelle QKD Network
Columbus, Ohio, USA
—
- -
/s e ntigue com, phatan- TR s LR

counting)/clavis3-ghd-platform/ comen com,findex php/Cate/index/pid/1 bt/ fwerw. gasky.comyProduct aspafid=54




Hy)KHa BbICOKasa OTBETCTBEHHOCTb B MPMMEHEHWW KBAHTOBbIX TEXHOAOMMIK. ITOT Cnaih oKasblBaeT
NPUMEHEHWA CNEeAYIOLWEro NOKONEHMS BblIYMCNEHUI. A paccKaXKy O HECKONbKMX Npumepax. KBaHTOBble
TeXHO/0rMKU. Kakune yCTpoICTBa NOMYYatoT NO/b3Y OT KBAHTOBbIX TEXHONOMMIA? ITO 3aBMCUT OT NapaHomnu,

HACKOJ1bKO Bbl rOTOBbI 40OBEPATb TEXHUKE.
Quantum key distribution (QKD)
PacnpepeneHune KBaHTOBbIX KIHOYeMn.

PabotaeT B cTaHAapTHbIX anropMtmax Mpu MCNOMb30BaHWM KBAHTOBbIX anropuTMoB ANd
pacnpefeneHus kroden. B kadectBe TpaHcnopta MOXHO wucnonb3oBaTb RSA. Korga knou,
CreHepupoBaHHbIN  KBAHTOBbIM  KOMMbLIOTEPOM, YCT@HOBMEH, [ANs  KOMMYHUKaUMA  MOXHO
MCNONb30BaTb CUMMETPUYHBLIA MPOTOKOS. Takon MexaHW3M MO CyTW peanu3yeT CUMMETPUYHbLIN
anropuTM Npu coegMHEHUM TouKa-TouKa.

Hwxe npeactaBneH cnamg o KBaHTyM-KpunTo. Mo oyHKLUMOHaNy Bbl MOXETe nucaTtb nporpammy u
O[JHOBPEMEHHO BbIMNOMHATbL €€ Ha KBaHTOBOM KOMMbIOTEPE.

Quantum Computer £)ISSA

Full-fledged fault-tolerant quantum computer:

* Known to solve many problems previously thought to be intractable

* Simulating quantum systems (optimizing/designing materials, drugs, chemical
processes, etc)

* Optimization (resource allocation, process design, etc.)

* Computational mathematics (including breaking current public-key
cryptography)

* and more...

Mpu aToM pesynbTaTtbl BbINOMHEHWST TAKOTO KOA4A HaeXHbl, UM MOXHO OOBEPsiTb. TeM He MeHee
CYLLECTBYOT [fpyrme npobnembl, KOTOpble MOKa Hemnb3d pewntb. Hanpumep, mogenuposaTb
O[JHOBPEMEHHO [PYro KBAHTOBbLIA KOMMbIOTEP. ITO MOXET ObITb MOMEe3HbIM B paspaboTke
MaTepuarioB CreayloLwero MoKoMeHns, MNPOM3BOACTBE JIeKapCTB, OMTUMMU3ALUM  XUMUYECKUX
MpOLECcoB U T.M.

Bonee oOwasa onTMMmMsauMa — KBaHTOBasi CUCTEMA MOXET YCKOPATb BbIYMCIIEHMS, HO
9KCMOHEHUMaNnbHOMYy YCKOPEHMIO MOTyT MewaTb npobnemMbl, He CBsi3aHHble C KBaHTOBbIM
pacnpegeneHnemMm. Hanpumep, cylecTBeHHOe MOBbILEHWE CKOPOCTY Ksi-KBagpaTUYHOIO YCKOPEHUS
(substational ksi-quadratic speed-up). Ha 310 BnMsAOT BONPOCHI BEIYUCINTENBHOM MaTeMaTUKN.



Quantum Computer ¢)ISSA

Full-fledged fault-tolerant quantum computer:

* Known to solve many problems previously thought to be intractable

¢ Simulating quantum systems (optimizing/designing materials, drugs, chemical
processes, etc)

« Optimization (resource allocation, process design, etc.)

* Computational mathematics (including breaking current public-key
cryptography)

* and more...

Non-fault-tolerant quantum devices:

* Not a known threat to cryptography

* Can they capture some of the power of quantum computation (and bypass
some/all the cost of fault-tolerance)?

« Can they simulate themselves or similar systems faster/cheaper than conventional
computers?

* (Can they solve useful problems better than conventional devices?

Bonpocbl COBMECTUMOCTM Yy KBAHTOBOW KpunTorpadum BO3HUKAOT MpPU  UCMONb30BaHUM
Kpuntorpadum C OTKPbITbIM KNOYoM. Ho He cToMT naHuKoBaTb, 3TO HaUMeEHee KPUTUYHblEe
npobrembl Ha CeroAHsILUHWA AeHb. JlloayM QOBOMbHLI, €cnn yaaeTcs npu paboTe ¢ KBAHTOBbLIM
KOMMbIOTEPOM MCMOSb30BaTh XOTS Obl YacTb BO3MOXHOCTEN, O KOTOPbIX s YyNOMsHY. Jltogn MoryT
[obUTLCA CBOMX Pe3yNbTaToB M3-3a 3KOHOMUYECKUX 3PAEKTOB, OTKA30YCTOMYNMBOCTb JOPOro CTOUT.
[obutbcsa ee noTpedyeT BpeMeHu. [103TOMy BO3MOXHO pa3BuTME NoraeT Gonee AelleBbiM NyTeM.
[oOBbITb YacTb 3KOHOMUYECKOrO YCUIEHMSI MOLLHOCTW Ha CYLLECTBYHLLUMX YCTPOWCTBAX, TaKUX Kak
DWave. Google Toxxe paboTaeT Hag aTon npobrnemon. bygem HageATbCcs, YTO yAacTCsl pelunTb
npobnemy oTkasoycTonymBocTu. Celvac nayT akTUBHble paboTbl HAA TakMMK 3agaq4aMu.

How secure will our current crypto ) ISSA
algorithms be? —

Security level Security level

Algorithm Key Length (Conventional (Quantum
Computer) Computer)
RSA-1024 1024 bits 80 bits ~0 bits
RSA-2048 2048 bits 112 bits ~0 bits
ECC-256 256 bits 128 bits ~0 bits
ECC-384 384 bits 192 bits ~0 bits
AES-128 128 bits 128 bits ~64 bits

AES-256 256 bits 256 bits ~128 bits




MTak, Hackonbko OeNcTBUTENbHO 3(PdEKTUBHbI KBAHTOBbIE KOMMbHOTEPLI? YTO Mbl BUAUM, €Cru
CcpaBHMBaeM KpunTorpadumio? HackomnbKo KBaHTOBLIN KOMMBIOTEP YCKOPSIET BbIYMCIIEHNA?

Ona cummeTpryHbix kntoven RSA n ECC yckopeHue 3HaumTenbHoe. Bpemsi paclumdpoBaHus Ha
KBAHTOBOM KOMMbIOTEPE CPaBHMMO C BPEMEHEM 3alimdpoBaHusi. [nuHa Kknova He sBnsieTcs
KpUTUYEeCKMM napaMeTpoM Ans Bblibopa pelueHust. [ns cMMMeTprUYHON Kpuntorpaum ¢ AnMHHBIMK
Krntovamm yCKOpeHUe KBaHTOBOro KOMMbOTEpa MOXET ObITb CyLLECTBEHHbIM. [ns acMMMeTpUYHON
kpunTtorpadgumn (AES) yckopeHue ropasgo MeHbLLUE.

Yto o03HayaeT Ha npakTMKe CyLleCTBEHHOe PEeBOCXOACTBO KBaHTOBLIX anropMTMOB Haf
CYMMETPUYHBIMW — anroputMamun  WwndpoBaHus?  MpoaykTbl, cepBUCbl U BU3HEC-PYHKLUMK,
ncnonb3ylowmne npoAaykTbl 6GesonacHocTn, nMOO nepecTtaHyT paboTtate, nmMbo He OyayT
obecneynBaTb OXXMaaeMbli YPOBEHb 3aLUThI

What will be affec €)ISSA

Products, services, business functions that rely on security products will
either stop functioning or not provide the expected levels of security.

RSA, DSA, DH, ECD
ECDSA.,...

AES, 3-DES, SHA, ...

Hackonbko Benvka NoTpebHOCTb B KBAHTOBLIX KOMMbtoTepax? MOXHO ynpoCTUTb BOMpPOC, pasdus
ero Ha [Ba — CKOJIbKO KBaHTOBOro annapaTtHoro obecneyeHunss Heo6xoammo? CKOMbKO KBAHTOBOMO
nporpammMHoro obecnevyeHus Heobxoanmo? 3agava HeoAHO3HA4YHa, OTBET 3aBUCUT OT TOro, Kakue
WMEHHO CfIOM Mbl XOTUM YCUnUTb. Mbl XOTMM YCKOPUTb (OU3MYECKYD CUCTEMY, YTO O3Ha4vaeT
CHWXXEHME LyMa, YCKOPWUTb BbLIYMCIEHUSI, MOXHO paccMaTpuBaTh YCKOPEHWE MO YPOBHAM. Mol
oTNM4aeM (U3NYECKUA YPOBEHb OT JTOTMYECKOro YpoBHS. CKOpOoCTb 06paboTkM M3MeHsieTcs OT
HECKOIbKNX MeCsiLeB [0 HEeCKONbKUX YacoB. Pe3ynbTaT 3aBMCUT OT TOrO, CKONbKO Mbl 3a4elCTBYEM
KBaAHTOBLIX PECYPCOB.



How large of a quantum computeris «; ISSA
needed? AT A

tuste for Quantum Compubing = Everts = 2015

Quantum Programming and Circuits

Workshop =

Monday, June 8, 2015 (all day) to Thursday, June 11

Logical circuits 2015 (all day)
Fault tolerant : g
gate set The workshop aims at bonging together [ 3
Fault tolerant protocol researchers from quantum computing C ’
Clifford + T and classical programming languages. 15
T — Open questions that we anticipate this ‘ '
Quantum control group to tackle include new methods '

for circuit synthesis and optimization,

compiler optimizations and rewriting,
ddded languages versus dded languages, imp

of type systems and error reporting for quantum languages, techniques for

verifying the correctness of quantum programs, and new techniques for

compiling efficient circuits and protocols for fault-tolerant questions and

their 2D layout.

Physical system

https://gsoft.igc.uwaterloo.ca/
(Quantum Compiler tools,
Quantum Computer Simulator — Quantum++ , etc.)

Ha kakoM ypOBHe yCKOpeHue CyLeCcTBeHHO? Ha npuBeaeHHon anarpaMmmMe 3TOT ypoBeHb 0603HaYeH
CcTpernkon BOGNM3M XenTon Morfiocbl U OCHOBaH Ha u3mke. OTOT YpOBEHb HEe O3Ha4yaeT YCKOpeHue
KybuTtoB. Mbl co3gaemM MHTErpMpOBaHHYIO CUCTEMY, KOTOpasi SIBNSETCA MO MPUHLMMIY MOCTPOEHMUs
MaclTabrpyemMoin. YCckopeHne Ha ypoBHE NOrMYeCcKon naMsT aBngeTcd bonee HagexHbIM, Yem Ha
YpOBHe buaundeckon namaTtn. N pesynstaT 3aBUCUT OT KayecTBa KyouT.

Science Advances.

REVIEW SCIENCE WVOL 339 B MARCH 2013

Superconducting Circuits for Quantum

Information: An Outlook
M. W, Devaret™ wnd . . Scholhopt'™ Blueprint for a microwave trapped ion quantum
= computer
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What is ‘2'? £)ISSA

Mosca:

[Oxford] 1996: “20 qubits in 20 years”

[NIST April 2015, ISACA September 2015]:

“1/7 chance of breaking RSA-2048 by 2026, /% chance by 2031”

Microsoft Research [October 2015]: Recent improvements in
control of quantum systems make it seem feasible to finally
build a quantum computer within a decade. ...Use of a
quantum computer enables much larger and more accurate
simulations than with any known classical algorithm, and will
allow many open questions in quantum materials to be
resolved once a small quantum computer with around one
hundred logical qubits becomes available.

Z (umtaeTtca 3u) — ato Bpems cpbiBa (collapce time), koTopoe Hy>HO KoMnbioTepy Ans B3noma RSA
wnn ECC anroputmos. Cenvac 20 neTt o3HayaeT no cyuwectBy Honb. 20 neTt akBmBaneHTHO 20
kybutam. C BepodaTHocTbio 1/7 RSA-2048 6ynet B3nomaH k 2026 rogy.

Quantum-safe cryptographic tool-chest €3 ISSA

conventional quantum-safe =+ quantum cryptography
cryptography

a.k.a. Quantum Resistant Algorithms
(QRA) or Post-Quantum Cryptography

>Deployable without quantum »Requires some quantum technologies (less
technologies than a large-scale quantum computer)

> Believed/hoped to be secure against » Typically no computational assumptions and

quantum computer attacks of the future thus known to be cryptographically secure
against quantum attacks

Both sets of cryptographic tools can work very well
together in quantum-safe cryptographic ecosystem

Mbl MoOXeM BblGpaTb BapuaHT COBMECTHOMO WCMOMb30BaHMS KIAaCCUYEeCKOM U KBaHTOBOM
KpunTtorpadun. KeaHToBas kpuntorpacdmsi kak HOBasi TEXHOMOMMs HeceT PUCK HOBbIX, MoOka
HEN3BECTHbIX BO3MOXHOCTEN Ans KpunToaHanuaa. Mcnonb3oBaHMe TOMbKO OOHOMO MeToAa XyXe,
YyeM UCnosib3oBaHNe OAHOBPEMEHHO HECKOSbKNX METOA0B LUNGPOBaHNS.



Do we need to worry now? £)ISSA

Depends on:

= X = security shelf-life

* Y = migration time

- Z = collapse time

“Theorem”: If X + Y > Z, then worry.

time

lMopa nn Ham yXe cenvac Ha4dMHaTb OecnoKoUTbCA? JTO 3aBUCUT OT HECKOSbKMX MapameTpoB.
Komy-To MOXeT M nopa, HO Janeko He BceM. KoMMepyeckMuM KOMMaHWSIM MOXHO MOKa He
OecnokonTbea. Mo cyTn 31O 3aBMCUT OT TpeboBaHWIN perynstopa K KpUnTOCTOMKOCTU. [TOHATHO, YTO
MOSHBLIN HOMb — 3TO HOMb MUHYT. HO BO MHOrMX Crny4vasx CyLIeCTBYHT HOpMaTuBHble TpeboBaHus,
onpegeneHHble CcornaweHusiMM ¢ noTpebuteneM O MNpPeaoCcTaBneHUM OMNpedeneHHOro YpPOBHS
OesonacHocTU. YpoBEHb Zz MOXET CBUAETENbCTBOBATb O nNpeaocTaBfieHun noTpebutento
onpegeneHHoro ypoBHs  6e3onacHocTn. Kputepmm  GecnokomcTBa  NPOWUSOCTPUPOBAHDI
HacriegyloLiem crnange

Bottom line 2)ISSA

Fact: If X+Y>Z, then you will not be able to provide the
required X years of security.

Fact: If Y>Z then cyber systems will collapse in Z years
with no quick fix.

Prediction: In the next 6-24 months, organizations will be
differentiated by whether or not they have a well-articulated
quantum risk management plan.




lMoporoBble 3Ha4YeHUs — kak obecneunTb Heobxoanmble nepuoa 6ezonacHocTn?

.

Quantum Risk Ass

Phase 1- Identify and document assets, and their
current cryptographic protection.

Phase 2- Research the state of emerging quantum
technologies, and the timelines for
availability of quantum computers.

Phase 3- Identify and document threat actors, and
estimate their time to access quantum technology “z".

Phase 4- Identify the lifetime of your assets “x”, and the time required to migrate the
organizations technical infrastructure to a quantum-safe state “y".

Phase 5- Determine quantum risk by calculating whether business assets will become
vulnerable before the organization can move to protect them. (x+y>27)

Phase 6- Identify and prioritize the activities required to maintain awareness, and to
migrate the organization’s technology to a quantum-safe state.

http://www.evolutiong.com/methodology-for-gra.html

MepBbI War Ha4YMHaeTcs C MAEHTMdMKALUUN aKTUBOB M HEOBXOoOMMOCTU UX KpunTorpaduyeckon
3aWmTbl. YTO 9TO O3HA4YaeT ANdA MeHs, AN MOen opraHusauun, Ang Moux KnmeHToB? MoXeT 370 He
npegcraenseT npobnembl 4nsi Bac.

JonycTtnm, Ha nepBOM Lare BbIICHUIOCh, YTO HacTano BpeMs A5is KBaHTOBOW 3aLUUThI.

Torga BTopon war. NccneposaTb COCTOSIHUE BO3HUKAKOLMX KBAHTOBbLIX TEXHOMOMMA U CPOKU
OOCTYMNHOCTU KBAGHTOBbIX KOMMbIOTEPOB.

Ha TpeTbem Lare Mbl A8 KaXO0ro akTuBa OLEeHUMBaeM Bpems z AOCTMXKEHUS HeobxoanmocTu
MCMNONb30BaTb KBAHTOBbIE TEXHOMNOMMU AN 3aLUMThI 3TOr0 akTuBa. HyxHO onpeaenntb akTuBbl 1
OUEHUTb BpeMs XusHW Kaxgoro. Onpegenute M 3a0OKYMEHTUPYMTE YYacTHWKOB Yrpo3bl U
OLeHUTe uX BpeMs [OCTyna K KBAHTOBOW TexHonormm «z». [lpu 3TOM HYXHO Yy4ecTb
KpunTtorpadgudeckuin 3anac (cryptographic margin), KOTOpbI MOXeT oKa3aTbCs OOnbLUMM.
CocTaBuTb MHOPMaLNIO B pa3pese KIMEHTOB: MMs KMeHTa (nonb3oBaTens) — AoCTaTovHoe
BpemMs HeobXxoAaumow KpunTorpaduyeckon 3awmuTbl — MOAMNMCKa KNneHTa Ha oBHOBMeHUs
npoaykta. MNoTtpeboBaTb C NOCTABLLMKOB UMEHA MX ayAUTOPOB, MPOBEPSIOLLNX cepTUdMKaTbI Ha
KPMNTONPOAYKTI.

lMocTaBLLMKM OOSMKHBI MPEAOCTaBUTL CeEPTUdDUKAT CBOMX 3aMEHUTENEN
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OTcTynneHne — pecypchbl, NepevyncrieHHble Ha cnange

Cant http://www.evolutiong.com/methodology-for-gra.html

B ctatbe “MeTogonorns oueHkM KBaHTOBOrO pycka” paccMaTpyBalOTCs AeTanu OLEHKN KBAHTOBOro
pucka n obcToaTeNnbCTBA, KOTOPbIE MOTYT BO3HUKHYTb HA KaXXgoM Luary OLEeHKN.

A Methodology

for Quantum Risk Assessment

Author: Dr. Michele Mosca A  GCLOBAL
& John Mulholland wpy PISK

INSTITUTE

|_|0Tp66HOCTI/I nonb3oBaTtenen u pecypcCbl MNMOCTaBLWWKOB, BO3MOXHOCTWU HAyKn U BCE, YTO YyXe
HaKOMJIeHO N MOXET UCMOJ1b30BaTbCA, MO3BOIAET y4Llle NOHATL npouecc N MeTOA40J10TNK0 OLLEHKN.

TeCTVIpOBaH ne HOBbIX MHCTPYMEHTOB

lMonesHbl pecypcbl Mo obmeHy kniovamu npu obydyeHun c owmbkammn (Ring-LWE key exchange
code, RLWE-KEX, Ring Learning with Errors Key Exchange,
https://ru.wikipedia.org/wiki/%D0%9E%D0%B1%D0%BC%D0%B5%D0%BD_%D0%BA%D0%BB%
D1%8E%D1%87%D0%B0%D0%BC%D0%B8_ %D0%BF%D1%80%D0%B8_%D0%BE%D0%B1%
D1%83%D1%87%D0%B5%D0%BD%D0%B8%D0%B8 %D1%81_%D0%BE%D1%88%D0%B8%D




0%B1%D0%BA%D0%B0%D0%BC%D0%B8#cite_note-
.D0.92.D0.B0.D0.BB.D0.B8.D0.B5.D0.B2.E2.80.942000.E2.80.94.E2.80.94-1 ).

RLWE-KEX - oguH 13 anropMTMOB C OTKPbITbIM KIHOYOM, KOTOPbIA NpefHasHavyeH ans 3aluTbl oT
NPOTUBHMKA, 0bragaoLero KBaHTOBbIM KOMMbIOTEPOM.

Ewe B 2014 rogy npoxoguna vHdopmauus o TOM, YTO AreHTCTBO HauMoHarbHOM Ge3onacHocTu
(AHB) CLUA nbiTaeTca co3gatb COBCTBEHHbIA KBAHTOBBIN KOMMbLIOTEP, KOTOPLIN CMOr 6bl B3noMaTtb
npakTu4eckn by cucteMy LwndpoBaHus. WHdopMauusa NpoOUCXOAUT M3  [OOKYMEHTOB,
00HapoaoBaHHbIX ObIBLUMM  COTPYAHUKOM BegomcTBa JaBapaom CHoyoeHoOM (MOSi  CCbifika
https://lenta.ru/news/2014/01/03/quantum/ ). TIpoekT sABNSEeTCA 4YacTblo MCCNeaoBaTENbCKON
nporpammbl «BHegpeHne B CrOXHble UEeNnu», Ha OCYLIEeCTBEHNE KOTOpPOW BblgerneHo 79,7
MUANMoHa gonnapoB. bornblias Yactb pabot npoBoguTca B Jlabopatopmm ¢umandecknx Hayk B
Konnepx-Iapke B wrtate MapuneHa.

MHTepecHbl Takke pecypckl Ha github:

e KonbLeBoe 00yyeHne c owwmnbkamm (RLWE) - ato BblumcnuTenbHas npobnema, kotopas
CMYXXWUT OCHOBOW HOBBIX KpUNTOrpadouyeckmx anropuTMoB, NpeAHA3HAYEHHbIX AN 3aluThbl
OT KpunToaHanu3a Ha KBaHTOBbLIX KOMMbIOTEPAX, @ Takke Ansg obecnevyeHnss OCHOBbI AN
romomopdHoro wudpoBaHus. RLWE 6onee npasunbHO HasbiBaTh Learning with Errors over
Rings n npocto 3agada 6onbluero obyydeHus ¢ ownbkamum (LWE), cneumanuanpyrowasca Ha
NOMMHOMMArbHbIX KOfMbLAx Had KOHeYHbIMM nonamu. M3-3a npegnonaraemori TpyLHOCTU
peweHnss npobnembl RLWE pake Ha KBaHTOBOM KOMMbKOTEPE KpunTorpadmsi Ha OocHoBe
RLWE moxeT cTaTb OCHOBOW ANS KpunTorpadumn ¢ OTKPbITHIM KNHOYOM B ByayllieM, Tak xe,
Kak npobnema LenoyYnucrieHHon dakTopusaumm u OUCKPETHOro norapudma nocnyxuna
OCHOBOW AOnsi Kpuntorpadun ¢ OTKPbITbIM KrtovoM. BaxkHol ocobeHHoCTbio GasnpoBaHus
KpunTtorpadum B KOMbLEBOM OOy4YeHUM C nNpobnemor owmbok SABMseTca TOT (hakT, 4To
peweHne npobnembl RLWE moxeT ObiTb cBegeHo k NP-Hard Shortest Vector Problem
(SVP) B pewwetke. GitHub - vscrypto/ringlwe_power: A Practical Ring-LWE Key Exchange n
GitHub - dstebila/riwekex: DEPRECATED https://github.com/dstebila/riwekex

e Pecypcbl N0 cynepcuHrynapHoMy n3oreHHomy obmeHy kntodamu Oudbdu-Xennmaxa (SIDH)
https://www.microsoft.com/en-us/research/project/sidh-library/ ,
https://github.com/Microsoft/PQCrypto-SIDH , https://github.com/dconnolly/msr-sidh

e goppa-code key exchange code https://www.win.tue.nl/~tchou/mcbits/

e https://github.com/Iwe-frodo/Iwe-frodo [locTkBaHTOBbIN OOMEH Kro4aMyM OT 0OyyeHus ¢
owmnbkamm - na ctatbm "Frodo: Take off the ring! Practical, Quantum-Secure Key Exchange
from LWE", published in ACM CCS 2016, https://eprint.iacr.org/2016/659

e NTRUENcrypt: camblii BbICTPbIV aCMMMETPUYHbIN Wndp https://habrahabr.ru/post/118458/
AmepukaHckmin komuteT Accredited Standards Committee X9 B anpene 2011 roga ytBepaun
ncrnonb3oBaHne camMoro ObICTporo anroputma acumMmeTpuyHoro wwmndpoBaHna NTRU
(NTRUEnNCcrypt). YanButenbHo, HO Wnpokasi Nybnnka paHbLlUe HUYEro He cribilarna O TakoMm
anroputMme, a BOT OH yXXe CTaHOBWUTCH TEXHOMOrM4yeckMM CTaHOapToM Ans (OUHAHCOBbIX
TpaH3aKkLuMn, NpUYéEM OeMOHCTpUpyeT BbicTpoaencTBme Ha veTbipe nopsaka oeicTpee RSA
3a CYET XopoLlen napannenmaauuu.

Hanpumep, rpacumdeckmin npoueccop GTX280 moxeT ocywectBnsaTts Ao 200 000 onepauui
B CeKkyHOy LWudpoBaHnsa 256-ouTtHbiM kntodom NTRU. 31O yxKe CpaBHMMO cKopee C
CUMMETPUYHBIMI Krtovamu, Hanpumep, 3To Bcero B 20x megneHHee AES.

YTBepkaEHHbIM cTaHaapT X9.98 onucbiBaeT wucnonb3oBaHve anropyutMa NTRU B
PUHAHCOBbLIX NpUNoxXeHnax. 3aeck OH ByaeT KoHKypupoBaTb ¢ RSA 1 kpuntocuctemamu Ha



annuntuyeckmx kpusbix (ECC). Mo kpanHen Mepe, Tak gymaet 34 Agamc, UCNONHUTENbHbIN
aunpekTtop komnaHum Security Innovation, Bnageney npas 1 nateHToB Ha anroput™ NTRU.

NTRU 6bin n3obpetéH eweé B cepeanHe 90-x. B otnuume ot RSA, He nonyymn LMpPOKOro
pacnpoCTpaHeHnsi, MOTOMY YTO C CaMOro Hayana HY)XHO OblfIo MOBLICUTb CTOWKOCTb U
NPON3BOANTENBHOCTbL 3TOro WKndpa. Cenyac Bce HegocTaTKU UCMNPaBMeHbl U Ha MNpaKTUKe
NTRU yxe cumtaetca HamHoro obicTpee, yem RSA. [aHHbIi hakT noaTBEpXKOAT Oaxe
camu cneumanuctel RSA Labs, a Takke He3aBMCUMbIE UCCNEN0BaHMS.

OoHO M3 TakMx CpaBHUTENbHbIX WCCNEeOOBaHWIA MNPOBENU KpunTororn u3 JIEBEHCKoro
kaTtonuyeckoro yHuBepcuteta (benbrust). OHM BbICHWNW, YTO NpPUM TECTUPOBAHUM C
MakcumanbHbIMU HacTpolkamu 6e3onacHocT NTRU Ha 4YeTbipe nopsigka Obictpee RSA n
Ha Tpu nopsigka oeictpee ECC (PDF).

Cuctema RSA ©6bl paspabotaHa B 70-e rogbl, OHa cuuTaeTcsa Oonee 3penown
KpUnTorpagu4eckom TEXHOMNorMen u MpUMEHSIETC BO MHOIMMX MPUIOXEHUsIX, a eé
HaOEXHOCTb He BbI3blBaeT comMHeHun, Torga kak NTRU ewé HyxgaeTcss B npucTanbHOM
n3yveHuun. Tak 4YTo BpSA NN Nepexod Ha HoBble cTaHaapTbl OyaeT ObicTpbiM. OgHako Agamc
YBEPEH, YTO ero getuule B byayliem MOXeT okasaTbes HagéxHee RSA: OH OOBbACHSIET, YTO
NTRU ocHoBaH Ha peLUéTyaTon KOHCTPYKLUUKU, KOTopasi MOTEHLMarnbHO fyylle npoTUBOCTOUT
KOMMbIOTEPHbIM aTakaM Tak Ha3blBAEMOro «KBaHTOBOrO Tuna», TO €CTb arakam ¢
MCNONb30BaHMEM KBaHTOBbIX KOMMbIOTEPOB.

Ha github npeactaeneHbl cnegytowwime npoektel NTRU

o Main libntruencrypt repository
https://github.com/NTRUOpenSourceProject/NTRUEnNcrypt
C Implementation of NTRUEnNcrypt https://github.com/tbuktu/libntru

o Java implementation of NTRUEncrypt and NTRUSign tbuktu/ntru
https://github.com/tbuktu/ntru

o NTRUOpenSourceProject/NTRUEnNcrypt-java
https://github.com/NTRUOpenSourceProject/NTRUEncrypt-java

o zhenfeizhang/NTRUEnNcrypt https://github.com/zhenfeizhang/NTRUEncrypt

o NTRUOpenSourceProject
https://github.com/NTRUOpenSourceProject/NTRUEnNcrypt-ebats

o Simple example made in NetBeans using the NTRUEncrypt SDK
https://github.com/cptwin/NTRUEncryptExample
NTRUEnNcrypt library interface for Rust https://github.com/FractalGlobal/ntru-rs
A java implementation of NTRUEncrypt cryptosystem. Updated on 22 Mar
https://github.com/zhenfeizhang/NTRUEncrypt-Java

o src/ subtree extracted from NTRUEncrypt. Updated on 9 Apr 2014
https://github.com/jschanck-si/NTRUEncrypt-core

o Parameter Generation for NTRUEncrypt. Updated 3 days ago.
https://github.com/NTRUOpenSourceProject/ntru-params

(Mosi ccbinka  https.//en.wikipedia.org/wiki/Quantum key distribution) — amo ucrnonb3o8aHue
KeaHmMosgoUl Kpurnmoepaguu 051 6e3onacHbIx KoMMyHUKauyul. [lpu KOmopbIX CMOPOHbI Mo2ym
paszoeapusame, He ornacasiCb repexgama paszogopa 4Yepes gocripoussedeHue Krtodel. KoHYeHo
MOXHO ucrionib3o8ame U RSA, u npomokon Jugpgu-XennmaHa. Ecnu npousowen obmeH Krrodamu,
mo MOXHO UCMOMb308amb 3MU KAYU Ofsl  MPOMOKOI08, UCMOMb3YIWUX CUMMEMPUYHOE
wughposaHue.




3amedaHunsi nepesodyukxa.

30ech https://cryptoworld.su/%D1%83%D 1%80%D0%BE %D0%BA %D0%B8-
%D0%BA %D 1%80%D0%B8%D0%BF %D 1%82%D0%BE %D0%B3%D1%80%D0%B0%D1%84%D
0%B8%D0%B8-

%D 1%80%D0%B0%D 1%81%D0%BF%D1%80%D0%B5%D0%B4%D0%B5%D0%BB%D0%B5%D
0%BD%D0%B8%D0%B5-%D0%BA%D0%BB/ paccmompeHb amaku ro wugpomekcmy

CnyuyatiHas nocriedogamesibHOCMb MOMOXem 3awumume U om amaku o wugpomekcmy. Cymsb
makol amaku 3aKkfr4yaemcss 8 MmMOM, 4YmO 3/I0YMbIWIEHHUK epexsambsieaem Heobxodumoe
Koru4yecmeo wiughpomeKcmos U aHau3upyem ux ¢ yesnbto nodobpame cekpemHbil KoY. [Mpumep
— amaka Ha wugp BepHama 8 npedbidyweli cmambe Yukna.

Ecnu mbi yeepeH, ymo meol K4 abconomHo criydaeH u nodobHasi cumyauyusi mebe HurnoYyem He
cmpawHa, pekoMmeHOy nposepums €20 Ha coomeemcmeue mpebosaHusm cmaHOapma NIST.
Ecnu kntoy He criydalHbIl, OnbIMHbBIU  KpurnmoaHaaumuK CMOoXem pacro3Hame ani2opumm
wughposaHusi U, 803MOXHO, Oaxke Moy4Yums KoY. A yX ecriu emMy 8 pyku rnonadym euwe u
OMKpPbIMble MeKCMbl — MUWU Mponarso.

B cospemeHHbIX cucmemax, 4mobbl caeHepuposambs criydalHyto rocriedoeamesibHOCMb Orisi
Kmo4a, npuMeHsitom passudHbie nooxodsl. CmaHdapmHbsie UNIX ymunumel random u urandom
xawupytom OQaHHble, CHUMaeMble CO CYem4yuka makmoe rpouyeccopa 80 8pPeMs arnapamHbixX
npepbisaHuli. Microsoft Crypto APl 6epem x3aw om 8HympeHHe20 COCMOSIHUSI KOMIbomepa —
meKyujeeo epeMeHU, pasMepa xecmkozo Oucka, paamepa ceobo0HoU namsimu, HoMepa rpouecca
u mak Oarnee. B xo0 makxe udym 8ces803MOXHbIe CriydaliHbie OaHHble. Harnpumep, 8 npouecce
OUUGPOBKU 38YKOBO20 CUz2Hasia Ha JIUHeUHbIU 8x00 38yKOB0OU Kapmbl rpuxodum aHa0208bil
a7ieKmpuYecKul cugHar, Komopbil codepXxum wymM, cocmosiuuli us:

paduoromex u HagodoK om cocedHUX ycmpoticme u paduoaghupa;
oMex anekmponumanusi;
meri08020 wyma criy4altiHo20 O8UXXEHUS 3/1IEKMPOHO8 8 KOMITOHEHMaX 3/IEKMPUYECKOU CXeMbl.

Ucronb3yemcs u K8aHMO8bIU WyM, KOmopbIl HOCUM UCMUHHO cry4daliHbil xapakmep. KeaHmosbil
WwyM «MPOHUKaemy» 8 Uugposyto Yacms 38yK080oU Kapmhbl, 20e €20 MOXHO cpa3y U UCrofib308ameb.
Takxe HepedKo npubezaom K MOMoOWU rnosb3oeameris, mpebys Habupamb criy4aliHble CUMBOJIbI
Ha knasuamype, 0gsuzamb MbIWKOU, Moka udem eeHepauusi cueHana, unau [pPoU3HOCUMb
ornpedesieHHbIe C/08a.

Terniepb HEMHO20 O 8PEeMEeHU XU3HU Krtoya. [rs Hac amom riokasamersib O4YeHb 8aXeH — 6e0b YeM
donbwe KoY Haxodumcs 8 obpaweHuu, mem riea4ye 3710yMbIWIEHHUKY €20 Mofy4Yums U mem
bonbwyo UyeHHocmb amom Koy 055 Heeo rnipedcmaesnsiem. C camMoe0 MOMeHma 2eHepauyuu
CEKPEMHO20 KIto4Ya HY)XHO 3adyMambCsl, KaKk 4acmo €20 HY)XHO MeHsimb. Kpome moeo, 8axHbill
MOMEHM — YHUYMOXeHUEe CeKpemHOo20 Krroya. Ecnu peys udem o ceCCUOHHOM Kilrode, e20 cmoum
6€e38038pamHO YHUYMOXUMb cpa3y Mo OKOH4YaHUU ceaHca ces3u. Ecu peyb 0 00/1208peMeHHOM —
rycme ugem yKa3aHHbIlU CPOK, HO, OfsiMb Xe, HU ceKyHAoU dosblie.

CeccuoHHble KIHo4Yu, HecMompsi Ha Ux Hedonaul CpoK Cryxbbl, uzparom 8axHyr posb. OHu
ucronb3ymest no8CeMecmHo, Ha4uHasi om 3awuuieHHou TLS ceccuu u 3akaH4yugasi npUKIaoHbIMU
npoepamMmamu (Harpumep, MecceHoxepamu). TakxKe CeCCUOHHbIE KITIOYU MPUMEHSIIOMCS npu 8xo0e
8 JIUYHbIU KabuHem uHmMepHem-b6aHKka U UHbIX MOO0b6HbIX cepsucax, 20e pedb udem o6 ocobo
8aXXKHbIX OaHHbIX U K/IHOYU 8@XKHO MEHSIMb Kak MOXHO Jaue.)



MpogomkeHue.

Mbl ¢ mexayHapoAHbIMU Komnneramu obcyganu BOMpPOC AanbHenWwnx [OeWCTBUAM B CBA3U C
KBaHTOBbLIMW KOMMbOTEPAMU U peluvnu pewatb 3TMM npobnembl coBMecTHO. Mbl peanusoBanu
HekoTopble NNnaTtgopMbl C OTKPbITLIM MCXOOHBIM KoaoM (we realized some open source platforms).
Ha cnange npuBegeH cnvcok peanu3aumni. Bbl MoxeTe npoTectupoBaTb 3Tn peanu3aunn. OHu
MOryT ObITb O4Y€Hb MOME3HbIMW AONA OTAENbHbIX 3adady Mnpu peanu3auum KpuntorpadguyecKkmx
METOAOB B NPaKTUYECKUX OTpacnsax, Hanpumep B uHaHcax. Kpyntorpaduyeckme npuMmnTMBLI Sat0T
TOHKUI CION Ans TecToB AN NMpoHMKHOBeHUs (pentest applications). Mbl peanusoBanu 4acTtb
anropuTMoB B Kofe nporpamm. 3TO BaXXHO ANs AanbHeNLero nnaHnupoBaHus

Security is a choice

jorities

L e

Release
Testing
Development

Problematic choices:

» “Do nothing: my vendors will take care of this for me”
» “Do nothing until NIST standardization is done”

» “Get it over with”

Y3Kkne mecTta, KOTopble Y Hac BO3HMKAIOT — OMEHb BaXXHble TEXHUYECKME U MaTeMaTUYECKME BbI3OBbI,
COMpoBOXAaKLIMeECH B TOM YMUCNe NONUTUYECKMMM Borpocamu. Camble TpyaHble NpobnemMbl — He
TeXHUYeckMe BbI30Bbl, 3TO BM3HeC, 3aTparnsaoLLuii BONPOChl NONUTUKM Ha BbicOkoM ypoBHe (high
level policy decisions) n ayTcopcuHra, NpyHATUE AOPOXHOW KapTbl MPOEKTa M corfnacoBaHue Ha
BEPXHEM YpOBHE MOMUTUYECKMX pelleHun. Mbl pekomeHayem uHTerpaumio co ctaHgaptom NIST u
npuMeHeHne OObIYHbIX MPaKTUK PUCK MeHeKMeHTa. ECTb HecKonbko BapuaHTOB, KOTOpPble Bbl
moxeTe BblbpaTb (there are some choices you can make), Tako BbIOOp MOXET ObITb
npobnematnyHbiM. OH Takke MOXET 3aBUCETb OT MOCTaBLUMKa pelueHunsa. HyxxHo GyaeT nposecTtu
ApyxXentobHble NeperoBopbl C MOCTaBLUMKaAMW pelleHnii. Bbl 3awimuiaeTte aktvBbl, U obecneveHne
LIeNTOCTHOCTM MOXeT noTpeboBaTth 6onbLle BpemeHW. Ecnm Ball NOCTaBLUUK UCMbITbIBAET TPYAHOCTH
C Npojaxeun camblX COBPEMEHHbIX YCTPOWCTB, MpOBeAUTE C HUM MeperoBopbl 06 akTyanbHOCTU
cneundukaunn. Bo3MOXHO nydlle HuMYero He pJdenatb [0 Tex MNop, Moka ©e3onacHOCTb He
CTaHOapTU3MpoBaHa, 3To Kpuntorpadus. B 1o xe BpemMsi Bbl MOXeTe peanv3oBaTb HYXHY Bam
KpunTtorpadguto camu. ITo TPebyoLLMIA O4eHb BbICOKONM kBanudukaumm 6usHec. KpynHele KomnaHum
MOryT UATK 3TUM NyTEM, HO CpefHMe N Manble NpeanpuaTus MOryT 3aTpPyAHATb YMTaTb HayudHble
cTatbn N BHeApATb ux. Crnegynte npoueccam, ytBepxaeHHbIM NIST. He genatb HW4Yero oyeHb
puckoBaHHo. Onpeagenute ceBon notpebHoctu. M cneaynte ctanHgaptam NIST, koTopbii BbinyckaeT
ctaHgapTtbl He Tonbko ans SWIFT, HO u ansg gpyrmx NpoTOKOMoB. TOMbKO CUbHasa Kpuntorpadus
obecneuunt 3awuty. Onpegenute, Kakme NpoaykTbl Bbl UCNOnb3yeTe. Bo3amoxHo Bam HyxHbI 6onee
cunbHble U rnbkue (more agile) kpuntorpaduyeckme peanusaumm. Bam HyXXHO ymeHne pearmpoBaTb
Ha HeoXunaaHHbIe Yyrpo3bl U BLICTPO UX yCcTpaHAaTb (you need ability to respond unexpected threats
and fix it quickly). MNMpoBepbTe Bawe yHacregoBaHHOe MporpamMHoe obecneyeHuve, annapaTHoe
obecneveHne. K coxaneHuio 310 MOXeT noTpeboBaTb MHOro BpeMeHW. Ho s gymatr, 4to
npomeaneHve — HenpasunbHbIA Noaxod. Jymar npaBunbHbIA CPOK BbINONIHEHUS Takux AeACTBUA —



cnegywowme napy net. M s nogaepxmeato NpoBepeHHbI nogxoa. Joam nobart ncnonb3osats ECC
mnn RSA. [Ins oBbiuHbIX koMnbtoTepoB ECC 3awwmuiaeT oT knaccuyeckux aTak. [NMoka B TedeHue
Onvxanwmnx net noamn 6yayT nlydatb KBAHTOBbIE KOMMbIOTEPLI OHWU MOTYT OCO3HaTb, YTO MMbpugHas
apxutektypa obecrnedmBaeT  NydlWyl  Mpou3BOAUTENbHOCTb. Mcnonb3oBaHue  rmbpugHom
APXMTEKTYPbI MOXET HAMHOTO MOBbLICUTL NPOAYKTUBHOCTb.

Historic opportunity OISSA

Xo4y noAyepkHyTb, YTO Mbl JEACTBUTENBHO MMEEM UCTOPUYECKYHD BO3MOXHOCTb. [10CKONbKY y Hac
yXe eCTb KBaHTOBble KOMMNbKTEPbI, Mbl OCO3HaeM, 4YTO OCHoBa kubepbesonacHocTn Oyaet
HapyLLeHa, HO He CerofHs, a B Te4eHUe HeCKOIbKMUX AeCaTuneTuin, npumepHo k 2040-my roay. Xyxe
BCEro TO, YTO OH paspyLlaeT OCHOBbLI Kraccuyeckon kpuntorpadum (gocnosHo retired cryptography).
Hosepue Oyanet HapyleHo (trust will be broken). Kak Tonbko mMbl 6yaem MMeTb roToBblE KBaHTOBbIE
KOMNbIOTEPbI, CaM KBaHTYM OKaXeTcs Yrpo3oi. OTO BbIHY)XOaeT Hac nepecMaTpvBaTb OCHOBbI
KpunTorpaduieckon nHgppactpykTypbl (4ocnosHo that is why retired cryptography built off, imeHHO
Mo3TOMY MOCTPOEHHas KpunTorpadumsa B OTCTaBke) - BCe B3MOMbl, KOTOpble Mbl BUAMM cenyac,
yernoseyeckme ownbkn n Tak ganee..( All the hacks we see now, human mistakes and so on). Mol
nMeeM Xpynkyt Kpuntorpadguyeckyto nHdpacTpyktypy. OcHoBaHue kpuntorpadum HapyLieHo (the
crypto foundation has been broken) Ham HyxeH ©0onee 6e3onacHbin KpunTorpaduyeckmnii
dpyHoameHT (We need more secure cryptographic foundation). Ham n eBponeinuam HyxHa 6onee
cunbHasa kpuntorpadus. Bo3HUKNM yMHble KOHTpakTbl (smart contracts). KBaHTyM BblHy>XgaeT Hac
nepecTtpamBaTtb OCHOBbI. DTO LUAHC MOCTPOUTL Boree curnbHy kpuntorpaduio, obecneynBatoLLyo
©60nbLwyto 6e30nacHOCTL B knbepmmpe



The choice is ours £)ISSA

Embrace quantum
technologies that will
help humanity

and

live in a safer cyber-
enhanced world?

Mbl XOTMM OXBaTUTb 3aMedaTeribHbIE BELU KpVII'ITOTGXHOJ'IOI'VIVI 1 co3gaTtb bonee 6GesonacHbIn MUp.

) ISSA

Information Systems Security Association
International

Thank you!!
Comments, questions and feedback are very welcome.
michele.mosca@uwaterloo.ca
michele.mosca@evolutionQ.com

QUESTIONS 2

KakoBbl Hawwu nnaHbl? byoem pasBvBaTb HOBble KBaHTOBble TexHorormM (emerging quantum
technologies). Cnacnbo 3a BHUMaHWe , 3agaBaniTe BONPOChHI.
Bonpoc: Kakue Bawu nvyHble nnaHbI?




OTBeT — 4 NNaHMpyHo 3aHUMaTbLCS aHannM3oM PUCKOB. OTO OrPOMHbLIV 06bEM, s MaHUpy0 NPOBECTU
HecKkonbko BebuHapoB. HyXHO WHBEHTapu3MpoBaTb CBOM aKTUBbI W MPOBECTU ONPOC cpeau
KIMMEHTOB Ha npegmeT YCTOMYMBOCTM K KBaHTyMy (quantum-resistance). [pu npoBeaeHun
KpuntoaHanuM3a WMEKLWENCcss CUCTEMbl MOXET BbISCHUTLCH, YTO YTepsHHble KIHYM  MOXHO
BoccTaHoBUTL, VPN MOXHO pacwumdgpoBaTb. HyXHO 00s13aTenbHO MOMEHSATb BCE KPUMTOKIHOYM.
HaeepHsika HangyTcs HenpeaBUAEHHbIE YSA3BUMOCTU. HY)XHO nepecMoTpeTb OCHOBbI OnepaLOHHON
NOrMKM  TaM, A€ Bbl WUCMOMb3yeTe CUMMETPUYHYIO Kpuntorpadguio. MoxeT noHagobuTtbes
oBHOBMeHMe anroputMOoB, BHedpeHue 6onee CUIbHOro KpunTorpaguyeckoro MpPorpaMMHOro U
annapaTHoro obecneveHus.

Beaywnin — cnacn6o, Markn. Mel npeactaensem ruHanbHy0 Npe3eHTaumio Halen KoHgepeHLmm

Speaker Intl:ﬁmtion £HISSA

Dr. William Whyte

* Chief Technology Officer at OnBoard
Security, Inc.

* Previously served as Chief Scientist at
Security Innovation and CTO for NTRU
Cryptosystems and Senior Cryptographer
with Baltimore Technologies in Dublin,
Ireland

* Currently the chair of the IEEE 1363
Working Group for new standards in public

key cryptography

Hoktop Bunbsam Bant paboTtaeT rnaBHbIM TEXHONOMMYECKMUM MEHEIKEPOM, 3aHUMaeTCcs
WHHOBALMOHHON [eATeNnbHOCTbI0 B 06ractu ©e3omacHOCTM M MPOBOAUT  KpunTorpaduyeckme
nccnepoBanus. OH pabotaetr CTO gnsa NTRU Cryptosystems v rnaeHbIM Kpuntorpadgom ans
Bantumop TekHonomknc B [dyonuHe.OH Takke Bo3rnaensgeT pabdodyto rpynny |IEEE 1363,
3aHMMalOLLYIOCS HOBbIMUM CTaHOapTaMu B KpunTtorpadum ¢ OTKPbITLIM Kitodom. OH MMeeT OKTOPCKYHO
creneHb OKCOpPACKOro YyHMBEpcUTEeTa MO CTaTUCTUYECKOM MeXaHuke W HewnpoceTsm. [Jobpo
noxanoeaTb, Bunbsm.

Cnacunbo 6onblLuoe, paj BbICTynaTb B Ballel ayauTopun.



“HISSA /)

Information Systems Security Association
International

Evolution to post-quantum
cryptography

William Whyte, Onboard Security
e e |

Moe BbICTynfeHVe NPOAOITIKUT BOMPOCHI, paccMaTpuBaemble B npeabiayliemM BbICTYNSIEHUN.
Bkntovasi Bonpockl MaTeMaTuKK, Kpuntorpadun, KBaHTOBbLIX BbIYUCIIEHUI U ha30BbIX NEPEXOaO0B.

Comparing Post-Quantum ) ISSA
Asymmetric Crypto Algorithms —

» Additional data needed for post-quantum crypto
algorithms
U NTRU needs 600 additional bytes.
U R-LWE needs 1100 bytes.
U McEliece needs 1 Mbyte.

» NTRU: Lattice-based encryption algorithm, invented in
1996, standardized since 2008

» R-LWE is a new algorithm that has been around in various
forms since 2005
U Lattice-based cryptographic algorithm like NTRU
] Attractive provable security properties but pays the price in lower
performance and larger keys.
» McEliece is based on coding theory and has been around
since 1978

W Enormous key and very large minimum ciphertext size make it
impractical for most applications.

] Has been available for scrutiny for quite a while but it is not clear it
has received quality scrutiny

Jlioan Ha npakTvke 4acTo MCMOMb3ylT KpunTorpaduio C OTKPbITBIM KIOYOM, 3TO OOLenpuHATO,
BCEX YCTpamBaeT W pellaeT CcTaHAapTHble 3adayn. JTa npes3eHTaumsa sBNseTcs BO MHOMoM
obpasoBaTenbHoOn. Ha aToM cnange npefctaBfieHbl anropuTMbl, KOTOPbIE MOTYT KOMNEHCUPOBaTb
HefocTaTku Krnaccudeckon kpuntorpadpum. OTMedy anroputmbl LUIMGPOBaAHUSA Ha OCHOBE peLueTKu



(Lattice-based encryption algorythms https://en.wikipedia.org/wiki/Lattice-based_cryptography).
Ecnn Mbl cpaBHMM cyllecTBylOLME anroputmbl, B OOMbLUMHCTBE CBOEM MCMOMb3yloLwme
SNNMNTUYECKNE KPpMBbIE, TO YBMAWM, YTO OHW BOCTPEOOBaHbl M WCMOMb3YKTCS B 3NEKTPOHHbLIX
nognucax gokymeHTtoB. C 2009 roga mbl Habnganu ycnewwHble atakm no B3nioMmy RSA. <nupuka no
noBody HeHactosilero ©Gernoro wyma>. B kpuntorpadmy MHOroe OCHOBAHO Ha HOPMarbHOM
pacnpegeneHnun criydamHblX BENNYMH, FAe WWYyM — O4YEHb MarneHbK1e criyjanHble Yymcna.

NTRU: " £)ISSA

» g/f=71 mod 124
» g and f are both “smal
» Find g and f.

|”

» Easy in one dimension

» But we can define “division” of multi-dimensional
objects
O Work in a “polynomial ring”

» As dimension goes into the hundreds, this problem
becomes very hard to solve

MpoaeMOoHCTpUpYto, kak 3To paboTaeT, Ha NpUMepe C ManeHbKMMKU Yucnamu. PaccmoTpum npumep
Ha cnaipe, roe y Hac ABa ManeHbKUX 4Mcra, OIHO U3 KOTOpbIX AenuM Ha apyroe. Ecnu s 6epy
ManeHbkMe 4ucna, 3agaya peluaetca nerko. Ho npu Bo3pacTaHMM 4ucen U BBEOEHMUIO
MHOTOMEPHOCTM 3afaya CTaHOBUTCS HepellaemMol, obpaboTka curHana npeBpallaeTcs B KOmbLO.
Korga pa3amepHOCTb NpeBbIlLaeT COTHIO, 3aja4a CTaHOBUTCS HepeLlaemMon.

NTRUEncrypt — Performance “?ISSA
Agorithm | KeyGeneration| ______Encryption| _____Decryption.

NTRU (439) 2588 128

rsa3072 1313224 9280 18382
curve25519 230 219 219
ecfp256q 92 301 301
nistp256 485 1672 1672

* Security level = 128

* Benchmarked on SUPERCOP: http://bench.cryp.to/supercop.html

* Units: k cycles. 1 second = 2.7 X 10° cycles with a 2.7 GHz CPU

* Specs: https://github.com/NTRUOpenSourceProject/ntru-
crypto/blob/master/doc/EESS1-v3.1.pdf

* Security arguments and how to derive the parameters:
https://eprint.iacr.org/2015/708




OTOT cnang nokasbiBaeT npenmMmyLLecTBO SJUTNNTUYECKUX KPUBbLIX C TOYKU 3pPEeHUA KpVII'ITOCTOI7IKOCTI/I

anroputMma (Mpumeyanmne nepesogyuka - NCXOLHUKN supercop Ha github
https://github.com/floodyberry/supercop )
Comparing Post-Quantum ) ISSA

Signature Algorithms

» pgNTRUsign-563 (128 bit strength)
U 1056 bytes key and signature sizes.
O Implementation exists. Ready for standardization.
» BLISS signature — a scheme instantiated over NTRU
lattices
U 630 bytes key and signature sizes.
O Did not provide parameters for quantum security
O Implementation from academia. Unclear about
standardization process.
» XMSS — a stateful hash based signature scheme
U Large signature size, 8400 bytes.
U Undergoing standardization process.

» SPHINCS — a stateless hash based signature scheme

U Large key size, 1000 bytes, and even large signature size,
41,000 bytes.

30ecb Bbl MOXETE CpaBHWUTb pasHble anropuTMbl MOANUCU K BbiOpaTe Anst cebsa nobegutens.
O6patnte BHUMaHMe Ha 3ameHy 128-OuMTHOro anropMTma noanMMCU Ha anroputMm ¢ 6onbLUMM
pa3MepoM krouva. Bce anroputmel NOANUMCU OCHOBaHbI Ha X3LW-YHKLMAX. BeibpaHbl MUHUManbHbie
BO3MOXHbIE pPa3MepPHOCTU 13 MpeanonioXxeHun 6esonacHocTn. AT anropuTMbl Gonee Ge3onacHkl,
4yeM ucnonb3dyemble ceryac. Camas HWXHSASt CTpOKa Ha criainge OTHOCUMTCH K anropuTtMy C KITH4OM
camoro 6onbLIoro pasvepa

2)ISSA

Getting there from here

PaccmoTpum BO3MOXHble BapuaHTbl KBAHTOBO-6e30MnacHbIX HAabopoB LW poB



Possible solutions £)ISSA

» 1. Define a quantum-safe ciphersuite

O Solves the problem!
O but...

v" No community consensus on a quantum-safe encryption
algorithm

v Not clear there’s appetite to roll out a whole new set of
algorithms given that the ECC discussion is still going on

v" No good quantum-safe signatures

» 2. “Quantum-safe” existing ciphersuites

CneumnansHo-koMnakTHbLIM SSL/TLS. Bepem cCyllecTBYOLWYO TEXHOMOMMI0 N KOMMEHcuMpyem ee
HeJocTaTku, CMeluvBas BE CUCTEMBbI.

QSH = Classic handshake + QS- e)ISSA
KEM —

» Use a classic handshake (e.g. ECDH) to transport a
premaster secret pmsl := Y% |B*

» Use a quantum-safe key encapsulation mechanism
to transport another premaster secret pms2 = q

U Plug-and-play for most existing quantum-safe
encryption algorithms

» Derive the final master secret as ms :=
KDF(pms1|pms2)

B oatom cnyyae wMbl cMewmBaem knaccumyeckun handshake u  kBaHTOBYHO KpunTorpadguio
https://www.ietf.org/proceedings/interim-2015-tls-03/slides/slides-interim-2015-tls-3-2.pdf

BoiBOogum private key u3 gnuHHOro u  kopotkoro kntouven. (Mpumevanve. [Oetanu 34ecbh
https://www.potaroo.net/ietf/all-ids/draft-whyte-select-pkc-gsh-02.txt )




MpeumywectBo — plug-and-play reHepaumsi CEKpPETHbIX KMoYen Ang obLwmx onepauui.

Mpn pacwndpoBbIBaHUN MNPUMAETCA UMETb [erfi0 CO CMELUaHHbIM KMHYOM W [OMOMHUTENbHON
fesonacHocTbio. Cenyac Mbl BCe uvalle uMMeeM [erno € HeobxoAuMOoCTbi paclumdpoBaTb
3anuMcaHHbIn  3almndpoBaHHbIi  Tpadumk. [docTaTtovyHo, ecnum Takad BO3MOXHOCTb OyaeT npu
OCTaHOBKE B OnpeferneHHbIX Tovkax. Ml Ham HyXHO 3almTuTbCsa OT nepexBaTta 3almdpoBaHHOroO
Tpacduka. lNpryem BakHO 3aWUTUTL ayTeHTMduMKauuio M obecneynTb 3aluTy OT nepexsaTta
Tpadmka, U B TaKOW CUTyauum BaM HMKTO He [acT cnacaTtesbHbli xurneT. HyxHO obecneynTb
3awmTy no criouctomy (layered) npuHumny.

An over-simplified gsh-key #)ISSA

Client Server
ClientHello:
Do you speak ECDH or DH?
—ene
HelloReply:
e Yes | speak ECDH
ClientKeyShare:
Here is my public key A and my cert for A
Here is my key share X = g*
————— L
ServerKeyShare:

Here is my public key B and my cert for B
Here is my key share ¥ = g¥
et {Finished}
{Finished} e
Session key = KDF(Y®|B¥) Lemennee3 Session key = KDF(AY | X*)

Ha aTtom cnaige nokasaHa TMNMYHas npoueaypa obmMeHa KntoYaMy 1 reHepaunm CECCUOHHOMO
Krntoya.

An over-simplified qsh-key #)ISSA

Client Server
ClientHello:
Do you speak ECOH or DH?
Do you also speak NTRU or R-LWE? SR %
HelloReply:
e Yes | speak ECDH and NTRU
ClientKeyShare:
Here is my public key A and my cert for A
Here is my key share X = g*
And here is my NTRU public key NPK e
ServerKeyShare:
Here is my public key B and my cert for B
Here is my key share Y = g¥
And NTRU cipher C = Enc_NPK(q)
< {Finished}
{Finished} i
Session key = KDF(Y® | B* | q| NPK) L Session key = KDF{A¥ | XP | q| NPK)

30ecb Mbl pacwumpdem cylecTteyrolmne onepaunu, nobasnasa gononHutenbHble nons. Mbl He
obmeHnBaemcs CyuleCTByrOLMMN Krro4vamu.



» At least does no harm
» pms1 is (classically) authenticated
» pms2 is quantum-safe

» ms := KDF(pms1|pms2) is both authenticated and
quantum-safe

» Defeat harvest-then-decrypt attack with low cost
» Inherit classical authentication

» Lack of quantum-safe authentication
O Authenticity can wait, privacy can’t...

QSH is secure £)ISSA

KommeHTapun  nepesopguuka:  harvest-then-decrypt 4yacto  ynomuHaeTca B
dyHKUMOHMpoBaHnem cetn TOR, Hanpumep
https://lists.torproject.org/pipermail/tor-dev/2016-February/010379.html

CBA3N

c

Haxe ecnu kpuntorpadusa Bac He 6eCNOKOUT ceryac, oHa BaM NoHagobutca B byayliem.

» Extra work: a public key generation, an encryption
and a decryption

» More load on clients, less on servers

» Packet size increase is significant for all known
quantum-safe algorithms though

QSH incurs minimum cost ) ISSA




Mpn atom 3awmTta He noTpebyetr oT Bac Gonblumx 3aTtpart. MoOXHO MWHUMU3NPOBATbL OGBHLEM
BbIYUCIEHUN.

Quantum-safe devices running in £)ISSA
FIPS Approved mode

»NIST has stated that hybrid
mode is Approvable

» OtherInfo can be obtained
using non-Approved
security mechanisms; FIPS-
approved devices, running
in FIPS Approved Mode, can
carry out QSH

> Five years (?): NIST
proves quantum-safe £
a gorithms: FIPS-a'PBroved - o

devices can be in FIPS mode T 4
while only running ==
guantum-safe algorithms

MoxHO oXxmngaTb, 4To B TedeHue onmxkanwmnx natm net NIST ogobpuT 3allULLEHHBIA OT KBAHTOBbIX
KOMMNbIOTEPOB anropuTM U ycTponcTBa. PakTUYECKM HYXKHO HE TONbKO YTBEPAUTL anropuTMbl, HO U
cornacosaTb MOSHY OOKYMEHTaLM0, NOATBEPXAALWY0, YTO 0gobpeHHble ycTponcTBa paboTatoT
MMEHHO B 0000peHHON Mofe, a Takke nogaepxmBaTb MBMEHEHMS B JOKYMEHTaLUN.

QSH summary £)ISSA

» QSH for TLS1.2 and TLS1.3
Q http://www.ietf.org/id/draft-whyte-gsh-tls13-04.txt

» Selecting QS crypto for QSH

Q http://www.ietf.org/id/draft-whyte-select-pkc-gsh-
00.txt

» Working code with WolfSSL
Q https://github.com/wolfSSL/wolfssl

» qstor code:

O Requires a patch to fix cell size issue

Q https://github.com/NTRUOpenSourceProject/ntru-tor
» Security proof:

O https://eprint.iacr.org/2015/287.pdf




MpuMeyaHus nepeBoaynka. BMmecTo cebinku
http://www.ietf.org/id/draft-whyte-select-pkc-qsh-00.txt - ccbinka https://tools.ietf.org/id/draft-whyte-
select-pkc-gsh-00.txt

30ecb Bbl MOXETE HalTu cneundmkaumm, Bknoyas ase cneumnduvkauum TLS - Bepcum 1.2 1 1.3
Bepcum SSL. Kpuntorpadbl pabotatoT ¢ SSL 1 ¢ TOR. INMpucyTcTBYIOT 00BACHEHUA U Tabnuupbl Ans
nHKepa.

Building a Quantum Risk Mgmt. ., gsA
oy LHISSE

Deliver Phase 1 - Quantum Deliver Phase 3 — Complete Quantum-Safety
Risk Management Plan as an * Quantum-Safe Standardized PKI
RFP Response * Quantum-Safe Authentication, Key Management, etc.
l ll Y yrs 4Yyrs
2016 2017 2019 2020 2021 2022 2023 2024 iiiii '
Deliver Phase 2 - Quantum-5afe Solutions:
* Quantum-safe TLS to combat data vaulting threat Probability of general purpose QC
* Quantum-safe code signing doing crypto breaking is very real
* Quantum-safe symmetric keys after 2022 — it could occur sooner...
nagement Plan” (QRMP)

Ceiuac AeﬁCTBMTeﬂbHO xopouwee BpemAa AOnAa opraHunsauunm pa3pa60TKM N/1aHOB MO KBAHTYM pPUCK

MeHeaXMeHTY. U celiyac camoe Bpems cobpatb M pa3paboTaTb NaaHbl NO PA3BUTHIO U BOIIOLMM BALLKNX
MHOOPMAUMOHHBIX cuctem. Ceiyac [eNCTBUTENIbHO XOPOLWMWA LAHC WCMO/b30BaTb KBAHTOBYHO
Kpuntorpaduio ana pa3paboTKM M yay4dlweHMA BawmMx cucTtem. KBaHTYym — cepbe3Has yrposa
6€30NacHOCTN, HYXHO pa3paboTaTb COOTBETCTBYIOWMIA OTBET Ha 3Ty yrposy. K 2022 roay nopa
NPUCTYNaTb K NOCTaBKe paspaboTaHHbIX cucTem. M MO3TOMY Mbl ULLEM KMBEp-peLLeHMs AN peannsaumm
CYLLLECTBYIOLLMX NJAAHOB NO KpUNTO. U, He 3abblBas 0 KOMNIAeHCe, CNPOCUTE BaLLMX NOCTABLLMKOB 06 mx
naaHax. OTO HY)KHO ANA MOHMMAHUA, HAaCKOIbKO Bbl MOXKETe PacCYMTbIBAaTb HA MX KpunTorpaduveckme
peweHunsa. C NosBAeHNEM U UCMOAb30BAaHMEM peanbHblX KBAHTOBbIX KOMMbIOTEPOB Nepexos Ha HUX
MOMKeET ObITb PE3KUM U Pa3pyLUUTE/IbHbIM.
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QUES TIONS

Bonbwoe cnacmbo 3a Balle BHUMAHME.

Beaywuii — cnacnbo Bunbsam 3a Baw pacckas. na meHs Baw pacckas, ocobeHHo QSH, 6bia1 04eHb-04YeHb
MHTepecHbIM. Al 6bl 3agan Bam nepsblin BOMpocC. EcTb MepcnekTMBbl Yy COEOUHEHWA KBAHTOBOM
KpunTtorpadum n TLS? Bunbsm: [a, 3To Xopowwmit Bonpoc. Hy>KHO cMOTpeTb onpeaeneHns 1 anropuTmol
ans kpunto n TLS. Y TLS ectb aAge Bepcun, cmoTpum TLS 1.3. Ceityac notTpebutenn AonKHbI NPoBepaTh,
neH-TecTUTb (pentest=penetration test, TectT Ha NPOHMKHOBEHME) M TpeboBaTb OT MNOCTABLLMKOB
NMOCTaBKM B WX pelleHMAX UMeHHO Bepcum TLS 1.3. 3TO MOXKEeT KOMMNEHCUPOBATb PUCKM KBAHTYMa,
nmeHHo TLS 1.3 peweHus. EcTb n TecTbl, Hanpumep Microsoft, o getanax TLS 1.3?

KOMMGHTapMM nepesoagyuka.

Y Microsoft no coctosiHuto Ha anpenb 2017 umeem TLS 1.2.

https://blogs.msdn.microsoft.com/kaushal/2011/10/02/support-for-ssltls-protocols-on-windows/

https://support.microsoft.com/ru-ru/help/3140245/update-to-enable-tls-1.1-and-tls-1.2-as-a-default-
secure-protocols-in-winhttp-in-windows

https://support.microsoft.com/ru-ru/help/3135244/tls-1.2-support-for-microsoft-sqgl-server

https://support.microsoft.com/en-ae/help/3135244/tls-1.2-support-for-microsoft-sql-server

Y apyrux noctaswmkos B 2014 roay Habnwoaanca anrpeina Ha TLS 1.2, Hanpumep
https://www.entrust.com/moving-tls-1-2/

3ameTbTe, TLS — NPOAYKT C OTKPbLITHIM UCXOAHbIM KOAOM.



Open Discussion & Q&A £)ISSA

. Jason Sabin - Moderator

. Mark Minnoch

. Michele Mosca

+  William Whyte To ask a question:

Type in your question in the Questions
area of your screen.

You may need to click on the double
arrows to open this function.

#ISSAWebConf

Mogepartop. A mory nobnarogaputb AOKAIAYMKOB, OHW MPEACTAaBUIM CErOAHA OYEHb MPOAYMAHHYHO
nHdopmaumio. MNepekaounTech 1 3a4anTe MHTEPECHble BONPOChI, KOTOpble Y BaC ecTb. M A npusbiBato
BaC NOAHATL r0/I0BY W 33JaBaTb BOMPOCHI B Ballei npodeccMoHanbHoM cpege.

MapK, 4To Bbl MOMXeTe CKa3aTb O KPUNTOANroputmax? Bbl peanbHO TOAbKO pa3spabaTbiBaeTe
KPUNTOANrOPUTMbI? HYyXHO 1 NpY BHEAPEHUN BbINOAHATb UX Bannaaumio?

Mapk. Cnacnbo 3a xopowwuii Bonpoc. Mo3sonbTe nepedpopmyiMpoBaTb ero 6osee NPOCTbIM A3bIKOM.
Cnepyet nn paspabaTtbiBaTb B3/lambiBaemble anroputmbl? (cmex). Mpasuna TakoBbl, YTO NpW BBOAE
CUCTEMBI B 3KCM/yaTaLMIO HYXHO MNPOBECTU MPOBEPKY: TecTbl Ha MPOHWKHOBEHWe (pentesting),
obecneymMs xopowuii ypoBEHb M30/SILMM U NPOBEPUB TPYAHOCTb B3/IOMA NOJIYYMBLUEMCA CUCTEMBI.
Hy)KHO npoBepuTb BCe MMmelowmeca cepTudMKaTbhl ANA annapaTtHbIX YCTpoicTs. [lpoBepwuTb, 4TO
annapaTHble yCTpolcTBa (Mprbopbl) NoyYatoT APYryto NPOBEPKY U UMEHT HeobXoAMMble CEPTUDUKATSI.
TexHo/NIorMN MEHAITCA U TPebyT M3MeHeHUA nporpamm. MameHsetca Tpebyemas A/IMHA KOYEBOM
nHpopmauun. TporpaMmHble KOMMOHEHTbl MOryT TpeboBaTb M3MEHEHW, OT/AMYAIWMXCA OT
M3MEHeHWI annapaTHoM 4acTu. Hanpumep, NPOAYKT, B KOTOPbLIA BCTPOEHa onpegeneHHas
KpunTtorpaduuyeckan 6ubamoteka, MoxKeT TpeboBaTb M3MEHEHMS A/ NPUOOPOB, UCMONL3YIOWUX 3Ty
6nbaMoTeky. MocTaBWMKKM NPOAAIOT pewweHun. Hy»KHO cooTBeTcTBME KpunTorpadum, NoCTaBAAIOLLENCA C
UX peleHusMn, NPOBEPATb OTAENbHO, @ KpUNTOrpaduio NpoBepsATb OTAENbHO C y4yeTom Tpebyemoit
cneumduku (peculiar apart).

Mogepatop: OKell, oTAnYHO, cnacmbo (1:45:23). 1o 6onblioe pasbacHeHMe. Maikn, Bonpoc K Bam:
ecnu B Kpuntorpadum HageHa owmnbkra, backdoor mnm owmbka apyroro TMna, TO HY)KHO N O Hel
OOKNaAblBaTb U, €C/IU HY¥KHO, TO Kyaa?



MapkK. 3aBucuUT OT oWKMBKKU. ITOo HegocTaTtoK (flaw) mam Kpuntorpadpuueckas Konamsua? (collision.
Kommernmaputi nepesooyuKa: om Kpunmoepaguu mpebyemcs Collision resistance
https://en.wikipedia.org/wiki/Collision_resistance)

Mogepatop. B NIST Habntoganm n onucbiBanun pasHble caydam flaw. Mol Bonpoc OTHOCUTCA K XOpOLLO
NMOCTPOEHHbIM NpuaoxKeHnam, umetowmm backdoors (moli komeHnmapuli: Backdoor — amo npoepamma
(unu ee ¢paemeHm), Komopasa moxem 6bimb 8HeOpeHa HA KOMMbomep 0716308aMes,
npedocmasnAn 3/10yMbluIeHHUKY 803MOXHOCMb yOasnAeHHO20 yrpasaeHUsa KOMIoomepom.

lNosicHeHuUe

Mpoepammel Backdoor crneyuansHo paspabameisaromca 044 MosAyvYeHUs HecaHKUUOHUPOBAHHO20 (u
He3amemHo20) docmyna K pecypcam Komnsiomepa.

Takue npozpammesl KaxK 6l c030at0om 017 3/10yMbIWAEHHUKA «4epHbIli 8X00» 8 cucmemy, no3momy OHU
U Haselgaromcs npozpammamu Backdoor (umo e nepesode ¢ aHznulicko2o o3Hayaem «4epHsili X00» unu
«nomaliHasa dsepb»). https://www.dialognauka.ru/support/qolossary/4604/)

MapkK. Ham Hy)KHO 3HaTb O reHepaTopax CAy4yaliHbIX BeMYMH. B HUX TOXKe MOXKeT cogepaTbcs
backdoor. Kpuntorpadumyeckoe coobLectso f0AKHO NOMHUTb 06 OCHOBAxX NPUMEHAEMbIX a/ITOPUTMOB,
Hanpumep 06 anropuTmax, NMOCTPOEHHbIX Ha 3/TMNTUYECKMX KPWBLIX, MU O MpoLEeccax YCTaHOBIEHUsA
Katodel. O XpaHeHUN Ny6AMYHbIX KAKOYen M 3NeKTPOHHbIX NoAnUcAX. BHMMaTeNbHO M3yynTe npoLecchl
XPaHEHUA OTKPbLITbIX KAOYeW W PUCKM, BOBAEYEHHblE B MPOLECC XPAaHEHMA OTKPbLITbIX K/HYEN,
cobnogatotca M GyHAAMeEHTaNbHbIe NPUMUTUBLI. [eNCTBUTENbHO M PUCKM HU3KMe nam backdoors
MOTYT 6bITb BHEAPEHbI B CBA3M C OTKPLITbIMU K/IOUYAMMU.

Mogepatop. OKell, OTAMYHO, OT/INYHO.

Mapk. fl Aymato BoB/JIeYEHHbIE B 3TO 04N MOTYT NPoBepATb CBOU KoHoUrypaummn CFG (KommeHTapum
nepeBoAYMNKa- KOHPU2YPAUUOHHbIe galiabl, KounmoKao4u udym c pacuupeHuem .cfg) (1:43:13)

Mogepatop. Bunbam, Bonpoc ana Bac. Kak Bbl MoXKeTe OUEHUTb M3MEHEHUsA B Kpuntorpadum ana
3KoHOMMYecKnx obnacten? KakoBo BAMAHME Ha pa3paboTKM B Kpuntorpadpum pa3paboToK B KBAHTOBbIX
TEXHONOTUAX?

Bunbam. WHTepecHbih Bonpoc, cnacubo. PaboTbl no Kpuntorpaduu, B TOmM uucie no paspaboTtke
COOCTBEHHbIX KpUNTOrpaduUeckux anroputmos, BeayTcA BO BCEX MHAycTpuAx. B TOom uucne B
$MHAHCOBOM, rae KBAHTOBbIE KOMMbIOTEPbI MOTYT MHOroOe WM3MeHWUTb. [eNcTBUTENbHO AnA OaHKoB
N3MeHeHMA B Kpuntorpadmm moryT nepeBepHyTb BeCb bU3Hec. baHKM OCHOBbIBAIOTCA HA OTYETHOCTU, HO
B 9TY OTYETHOCTb U3MEHEHMA KpunTorpadmm moryT He nonaaatb. Kak 1 B komnnaeHc. Mpegnonarato, 4To
N3MEHEHMA B NPAKTUKAX M 3aKOHAX MOTYT 3aHATb J1eT NATb. W BblUMCAUTENBHBIE YCUAUA NOTPEOYIOT elue
et natb. Pa3BMTME KOMMbIOTEPHbLIX aJrOPUTMOB HEe OCTaHaB/IMBAaETCA, B TOM YMC/AEe aAropuTMOB
aHanuMsa Tpaduka. bBusHec 3aHMMaeTcA 3TOW  TeMoOW, BKAYas COOCTBEHHble BHeApPeHUs
Kpuntorpaduyeckmx anroputmos. M a oteeyato Ha Baww Bonpoc, ¢ moei TOYKM 3peHns BHUMAHUE HYKHO
06paTUTb TaKkKe M Ha CEKPETHbIE KAOUYM U Ha yrpaBieHMe KatoueBbiMM napamu. DWave yxke noKasan
guantum random numbers

fl XO4y CNPOCUTb - MOTYT NN KBAaHTOBble KOMMbIOTEPbI U KBAaHTOBasA CBA3b ObiTb AeleBse No Ballemy
onbITy? Pa3paboTKa KBaHTOBbLIX aJrOPUTMOB He OCTaHaB/AMBaeTcA. HO HyXHO AU BKAaAblBaTbCA B
pa3paboTKy KBAaHTOBbLIX aNropUTMoB? o Mepe TOro Kak BblUMC/AUTE/IbHbIE MOLLHOCTU pPacTyT, 6yayT amn



BOCTpeboBaHbl KBaHTOBble aNropuTMbl? Ceilyac C NOMOLLBbIO MMEIOLWMXCS KBAHTOBbIX aJifOPUTMOB Mbl
MOKeM B310MaTb N106YI0 LMdpoByto NoannCh. HUUTO He rapaHTUpPYeT, YTO, MPOCHYBLUMCH 3aBTPa YTPOM,
Mbl He 0BHapyXUM, YTO BCE Y»Ke B310MaHo. Celiyac C MOMOLLbIO KBAaHTOBbIX aJifOPUTMOB Mbl MOXKEM
obpabatbiBaTh 1t060M TpadUK.

(MpumeuaHue nepesoduuka — NIST yxce omKpein rnpoekm no obecrieyeHUrO 3aWumel om 63710Md
K8AHMOBbLIMU KoMnblomepamu https://www.cnet.com/news/quantum-computer-encryption-hacking-

us-government-protect/ “ US government: Help us protect computers from quantum hacking

The same government seeking to future-proof its secrets and our own digital privacy also wants to make
sure it can bypass encryption.” ) OnLHOBpPEMEHHO UAET AUCKYCCUA O TOM, CTOUT I 0CNabNATb CTaHZAPTI
NIST. Hy)XHO NpUroToBUTLCA K BHEAPEHMUIO 3aWMTbl, KOTOPYD Mbl FOTOBMM Ha Pa3/IMYHbIX YPOBHSAX
3awmTbl. M ogHa M3 nepBbiX JMHWI 3alWMTbl OyAeT MOCBAWEHa KBAaHTOBbIM KOMMbioTepam. Takue
KOMMbIOTEPLI MOTYT NMOABUTLCA ObICTpee, Yem Mbl OXKuAaem. M mbl JOMKHbI BbiTb YBEpEHbl B CBOEN
3almTe OT BCEX BUA0B PUCKa.

Mogaeparop.

Bonbwoe cnacnb6o. OueHb Nose3HO. Bbl NOAYEPKHY/IM BAa*KHOCTb OMpPeAeneHus ypPoBHA NpUemaIemoro
puUcKa, pa3paboTKK cTpaTerMn ynpasieHUs PUCKAMWU, U MHOTME KOMMAHUU yXKe 3aHumarTcs aTum. C
MOEeN TOYKM 3PEHUA BaKHA paspaboTKa MapameTpoB pucka. HekoTopble U3 BMAOB puUCKa byayTt
610KMPOBAHbI CAMMMM y4acTHUKamM GUHAHCOBOTO pbiHKA. Mbl paccMOTpenu cerogHsa MHOTO BaKHbIX
BonpocoB. Utak, Mapk, Maikn un Bunbam, nogsegute utor.

MapK — HYXHO MOHMMaTb BaXHOCTb KPWMNTOA/NMOPUTMOB W ANA MNOCTaBLIMKOB TEXHONOTMUYECKUX
NPOAYKTOB, W BHEAPEHUEB 3TUX MNPOAYKTOB, M AN MPOAAKT MeHeAKepoB pn/a obecnevyeHus
YBEPEHHOCTM B TOTOBHOCTM K OyaylimMm M3MeHeHusMm. Takum o06pasom, KBaHTOBO-6e3onacHas
KpunTorpadusa (quantum-safe cryptography) sto Hawe 6ankaliwee byayuee.

Mogepatop. Cnacnubo, MapK. Malikn?

Maika. A xouy Nnoa4YepKHYTb Ba*KHOCTb U3YUYEHNE U NNaHUPOBAHUA ceiyac. HecmoTpa Ha AOPOroBU3HY
TEXHONIOTUMN, HYXHO HauyMHaTb AManor, HauyMHaTb NAaHUPOBaHME U OUeHKM (assessments). HyxHoO
MOHMMaTb BaXHOCTb MaTemMaTUYeCcKON NOCTaHOBKMW M MPOLLECCOB, HauMHasA U3ydYeHue 3TUX MPOLLEeCCoB
ceiyac, B Te4eHue bnKanwero gecatnneTus.

Mopaepartop.

bonbwoe cnacnbo. Mbl BUAMM, 4TO OBCY)KOAeMble HAMWM MPUHLMMbI OYEHb BaXHbl AN CUCTEM
NMPOMbILAEHHOTO KOHTPOAA W ANA CUCTEM KIACCMYECKOro TWMA, Peanus3ylowmnx B3anMoaeincTene
KNneHT-cepBep. TaKKe OHM BaXKHbl Ana loT ycTpoicTs.

Maiikn. [a, Kaxgbli AeHb Mbl BUAMM BCe 6onblie MOCTaBLUMKOB TEXHOJIOTMYECKUX PEeLUeHU npu
ynpaBneHUN peKBM3UTaMM LOCTYNa Ha ypoBHe npeanpuatvuid. Ons nogei, Ncnonbsyrowmx UHTepHeT
BELLEeNn, HYKHbl KpunTorpapuyeckne anroputmol. fA BMXKY 60/bLIYIO BO3SMOXHOCTb ANA PACLIMPEHUS
obnacTten, B KOTOPbIX UCMOb3YIOTCA KpunTorpadumyeckme anropmutmbl. Bce 6onblie Kpuntorpadpuyeckmnx
MoAy/nel BCTPaMBalOTCA B YCTPOMCTBA. TEXHO/OrMYECKUIA Nporpecc AaeT BO3MOXKHOCTb BblbMpaTb g/
Kpuntorpadumm annapatHoe UAN NPOrpamMmmMHOE UCMOIHEHME.



Mogepatop. Cnacnbo. 3aecb Bbl 04eHb NOHATHO NosacHUAKW. Malikn, Bonpoc ans Bac — cywecTtsyeT My
MOCTABLLMKOB YC/OBHbIN dAnar, ckaxkem backdoor ana KBaHTOBbIX aNropuTMOB? KBaHTOBbIE BblYMCAEHUA
MOTYT BbITb XOPOLLO MNOCTPOEHbI C UCMOIb30BaHNEM 6IKA0POB.

Maiikn — reHepaTopbl CAyYalHbIX YUCEN — XOPOLLMI NpUMeEpP. IKCNOPTEPbI 3HAKOMbI C OFPaHUYEHUAMMN
Ha Kpuntorpaduyeckmii pyHKLMOHAN. Hanpumep, B anroputmax aIMNTUHECKUX KPUBBIX MCMOJb3YHOTCA
onpeaeneHHble NPakTUKU. OBMeH KAHYaMM U FreHepaLnsa CECCMOHHOIO KYa AN SNEKTPOHHOM
noAanucuK — 3to npe-dpyHAaMeHTaAbHbIA NPUMNTUB, KOTOPbIA A0NXKEH ObITb TLWATENIBHO U3YYEH.
[OevictButensHo, backdoor, BCTPOEHHbIN Ha STOM NPUMUTUBHOM YPOBHE, B aNITOPUTMaX, Hanpumep,
3NEKTPOHHOM NOANMCK AyMato He HeceT 6osbwnx puckoB. Celdac MHOTME 3aHMMAKOTCA NOCT-
KBAHTOBbIMW NPUMUTUBAMM.

MogepaTtop. Buabam, Bonpoc Ana Bac. Kak KonnyecTBEHHO OLEHUTb B AeHbrax PUCKM KBAHTOBbIX
TexHonorum?

Buabam. Cnacmnbo 3a xopoLumnii Bonpoc. KBaHTYM - HOBasA TEXHOIOTMA, AyMato BAHKM OLLEHAT ee PUCKK
ansa 6usHeca. MNpegnosarato, Nepexog, Ha 3Ty TEXHOIOTUIO MOKET 3aHATb JIeT NATb. Hy»KHO cneamTs 3a
Pa3BUTUEM KBAHTOBbIX a/IFOPUTMOB, HO Pa3BMUTME KNACCUUYECKON KpunTorpadpum Toxe He
ocTaHaB/MBaeTcsA. M Mbl AONKHBI BbITb FOTOBbI K TOMY, YTO OZHAXAbl NPOCHYBLUUCH, Mbl 0BHaPYKUM
HOBbIM TUM MHUNAEHTOB.

Mogaepartop Cnacn6o. Mbl 06cyaman ypoBHU pUCKa KBAHTOBOM KpunTorpadumm 1 mepbl, KOTOPbIMU Mbl
MOXeM ero KomneHcuposatb. MapK, Malikn 1 Bunbam. MpoLly Kaskaoro 13 Bac NoABeCcTV UTOT Halemy
06CYKAEHWNIO KBAHTOBbIX a/ITOPUTMOB.

MaEK. A AyMmato, 4TO KaKoe-TO BpemMA MOTYT CyLLeCTBOBaTb NpOBEPEHHbIE KNaCCMYeCKne aaropuTtmebl, HO
TEXHO/IOTNYECKUM NOCTaBLLUMNKAM U NPOAAKT MEHEOKEPAM HYXKHO I'Ip0pa6aTbIBaTb cnocob6bl pa3p860TKM
KBaHTYM-6e3OI'IaCHbIX aAJITOPUTMOB N NMOCTABKU K/IMEHTAM KBaHTyM-6€30ﬂaCHbIX YCTPOVICTB n peLLIEHVIl\;L

Mogepatop. Cnacmbo, Mapk. Makn?

Maiikn. Xouy nogYyepKHyTb BaXKHOCTb M3YYEHUA U NAAHUPOBAHMA celyac AeaTeslbHOCTU Ha bankKaliwmne
rogpl. HecmoTpsa Ha BbICOKME pacxobl Ha TaKyto ONEPALMOHHYIO AeATENbHOCTb, HEOHXOANMO 3aN10XKUTb
B 6104 KeTbl COOTBETCTBYIOLME CYMMDbI YKe ceryac. ITo TEXHONOMMK, obecneynBaloLLMe 3aBTPALLHION
6e3onacHOCTb. [pomegneHne He NpUeMIeMo B NPOTUBOCTOAHNUK € pycckumu. Backdoors fosixKHbl 6bITb
BbINOJIHEHbI HA OYEHb BbICOKOM ypoBHe. M Ham HEOHBXOAMMO LEHTPANIM30BaTb KPUMNTOMEHEAKMEHT U
KPUNTOAHANN3 C y4EeTOM KBAHTOBbIX TexHOo0rMI. Mpoueccol NIST y:Ke cTapToBann, U MHOTUe ntoau
MLLLYT cnocobbl coNpoTUBAEHUS (MPeoao/IeHMUA PUCKOB?) HOBbIX TEXHONOMMNIM — KBaHTYM-3ddeKToB. Ham
HY}KHO LLeHTPaIM30BaTb HallW ycuama. YcnewHoe npeogoaeHne yrpo3 KBAaHTOBOM Kpuntorpadum byaet
Ba*KHbIM MHOFO-MHOTO /1eT, MOPA CTPOUTb COCTABAAIOLLME KOMMNOHEHTI.

Mogepatop. Cnacnb6o. Bunbam?

Buabam. A aymatro camoe Bpemsa CnpoCUTb NOCTABLMKOB 06 1X NnaHax B CBA3M C KBAHTOBOW
KpmnTorpad)Meﬁ, KaK OHU NZIaHNPYHOT CTPaxXxoBaTbCA NPOTUB BO3,CI,EI7ICTBMH HOBbIX TEXHONOTUNA.

Mogepartop. bnarogapto Kaxkaoro ns sac — Mapk, Maiikn u Bunbam — 3a yyactme u 3a
npeaocTasneHHyto nHGopmaumio. Ha cnaiae HUXKe — CCbIsIKK, NO KOTOPbIM BCE YH4ACTHUKM MOTYT
Noy4YnTb 3anucb web-koHdepeHunn



Web Conference Survey DISSA

A recording of the conference and a link to the survey to get CPE
credit for attending the April ISSA International Web Conference
will soon be available at: https://www.issa.org/page/April2017
and check out previous web conferences at
https://www.issa.org/?0OnDemandWebConf

If you or your company are interested in becoming a sponsor for
the monthly ISSA International Web Conferences, please visit:
https://www.issa.org/?page=BecomeASponsor

Mpurnawato y4aCTHUKOB KOHpepeHUNN NnpucoeanHmUTbes K ISSA ¢ 15% ckngKkom

Join ISSA ) ISSA

Webinar attendees can join ISSA at a 15%
discount by using the code WEBCON42 during
the checkout process

The discount is available for all memberships
except Students, and can also be used to renew
your membership




