
RSA 2017. Some materials 
 

Security stories 
 
 

Testing authomated process 

 
We consider security stories about dynamic, in-context security requirements. Dynamics is really 
important. 

 
We suppose security controls are auto-enabled for developers protection by default. 

 
But this can be a mistake 



 
Look at Security Stories that equal citizens. 

 
What about Agile LifeCicle Management (ALM) tool? 

 
Compare with initial design goals: 



 
What makes a good security story, with “nothing happens”? 

 
Learning experience is power thing. 

 
Focus on priority things 



 
Organize correct error detection and handling 

 
Follow the principles of safe software development. 

And think about failures and incidents. 

What should I do if I fail? 



 
The proven path is business-driven security. 

 
Identify important assets for your clients

 
First do what you can not do 



 
Improve your business risk management 

 
Examples of software systems (it is not necessary to choose RSA, this is just an 

example)  
Another example is Microsoft 



 
And finally the opinion of practice. Kevin Mitnick. 

 
 
And the actual data. For example, network attacks, scanning of network ports. 
 
Network attacks in case of success of hackers create dangerous penetration points for malicious 
programs. And look at the actual data. For example, network attacks, scanning of network ports 
statistics. 



 
 
Use the experience to predict future 

 
 
Protect your applications including personal wearables, embedded architecture, be careful with 
BYOD. Hacker is enough to use just one vulnerability. You need to protect all. 
 
Example - how to hack mobile devices. 



 
 
How? Use best practices and examples. 

  



 
 

  
 

 
 



 
 

 
 

 



 

 

  
  
 
Cloud services. Quantum computers, quantum entropy as a service. 
 
https://getnetrandom.com/ 
 
VMWare conference 



 
 

 
 

 



 
 

 



 

 

 

 



 

 
 

  
 

 



  
 


